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Chapter 1.0 Introduction

LILIN P6/Z6 Aida cameras can install Aida plug-in for running number plate recognition system and object
recognition system. The camera uses the latest deep learning technology for edge computing. Deep learning
technology is introduced by the concept where the machine is told to learn what to look for, the plates, the digits,
and the objects. It works out the most descriptive and obvious features for the plate, the digit or the object. In
other words, deep learning is told to discover the underlying patterns in classes of images that can give much
better result than traditional computer vision.

LILIN P6/Z6 Aida cameras can perform recognition features and work independently for triggering (1) HTTP
Post notifies other network devices, (2) digital outputs of the camera, and (3) LILIN Navigator Corporate system.
LILIN P6/Z6 Aida cameras are able to run deep learning plug-in for different recognition tasks.

Features

Support up to 4K recognition and 6 FPF for number plate recognition and 9 FPS for object recognition.
Recognize up to 6 car plates within a camera.

Support group denial list, allowed list and exclusion list setting.

License plate character size and license plate character length can be set.

Support for license plate JPEG shapshots.

Support LILIN 10 Box interfacing external devices for gate control.

Support database synchronization for denial list and allowed list.

Support HTTP SDK integration.

Support LILIN Navigator Corporate.

OSLILIN Setting | Logout

Profile

@[] P § N@ QM

Chapter 1.1 Trademark
This product contains H.265 (High Efficiency Video Coding, HEVC) codec technologies and is manufactured
under the license from Access Advance LLC, and the HEVCAdvance symbol are trademarks of Access

K¢ Advance

Covered by patents at patentlist.accessadvance.com

Covered by one or more claims of the HEVC patents listed at patentlist.accessadvance.com.
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Chapter 2.0 Before Using This Aida Plug-in
Please, read LILIN P6 and Z6 IP camera user manual before operating LILIN camera. This user manual only
focuses on the Aida plug-in features of the camera.

After installing Aida plug-in for the camera, click on the About page. If the Aida camera is not licensed, email
System ID to LILIN sales person for trial or purchasing purposes. After purchasing, the Unlocking Key will be
sent to you. Please copy-and-paste the Unlocking Key into About dialog for using Aida plug-in features.

Use the LILIN IPScan tool for scanning the camera via the network. You can also use the default IP address at
192.168.0.200 for accessing the camera.

Navigator IPScan 64 bits - ] X
Help
# Name IP Address Subnet Mask Gateway Port Assignm... MAC Address Madel Name Z7RGABDG-P
1 ZTR64B2I3-P 192.168.3.57 255.255.255.0 102.168.112.254 -0 Static 1P 000ffcd38511 658
IP Address 192.168.3.57
Subnet Mask 255.255.255.0
Gateway 192.168.112.254
HTTP Port No. 80
(@ static  ()DHCP () PPRE Y
PPPoE Account
PPPOE Password
[] Authentication
Usemame
Password
Stop scanning Apply
Status: 1P Assignment: Static Firmware Update Batch IP Setting
Version: 10.1.001.2424
1 Set as Default Time Adjust
S0DDP
Other oK

For accessing the camera for the first time, make sure that create a username and password for security
purpose.

SLILIN

IPCAM

2 Username

& Password

Login

Minimum Password Strength Requirements:
1. The password length must be 8 or more characters.
2. The password must include at least 1 number ( 0 ~ 9 ), 1 uppercase letter, 1 lowercase letter and 1
symbol(~?/+=,:; . " @#¥ %" "&*()_-).

Note: Please preserve the credential for accessing the camera properly. Forgetting the credential for accessing
the camera, please perform hardware factory default.
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Chapter 2.1 Upgrade Aida Plug-in

Please click "Maintenance -> Firmware Update", the Aida plug-in file format of this product is
"plugincv22s66.bin", select the "Browse" button to select the file, and select the "Submit" button to install the
plug-in.

OoLILIN Live | Language | Log Out
[ sysem | Video | Contiols | MNetwork | Smartbvent | Notifcation | _Maintenance ]

Firmware Update Setup = Maintenance > Firmware Update
LPKG PR, . .
Please do not turn off power and wait until this web page shows up automatically. Fail to
update firmware correctly due to network communication issue may damage this machine
and may be required to ship back to your vendor for repair.

flashcv22s66.bincApplication Firmware

=

Opload 0%

Export Config File
Network Settng ()
System Setting [ ]
Controls Setting @
Event Setting [ ]
Services Setting @
Video Setting )
Auto Focus Setting @

Import Config File 2= Upgrade
Reboot System  (@EELVESTEY

Default Settings
@® Initialize without Network Settings & System Setting & Auto Focus Setting

O Initialize All Settings Load Defauit

After the Aida plug-in gets installed, the Aida plug-in page can see the relevant information of the plug-in as in
LILIN Plug-in Package (LPKG) page.

OLILIN Live | Language | Log Out
[ Sysiem 1 Video | Controls | MNetwork | _SmartEvent | Notication | _Maintenance

Firmware Update Setup = Maintenance > LPKG
LPKG -
<7 LILIN Aida Camera Plug-in

[ ] LILIN Aida Camera Plug-in

E[ of \o Company URL : hitp://www.meritlilin.com
Author * LILIN <tae@meritlilin com tw>
= - Port - #8592

st
Status : Running Version : 2.0.0.25

Click on the plug-in icon that can open the plug-in page. LILIN Aida software is at 8592 port. Click @ that can
enable the plug-in. Click delete button ! that can remove the plug-in.
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Chapter 2.2 Aida Plug-in Licensing

If your camera does not have a pre-purchased license key, you can purchase the license key after purchasing
the camera. After receiving the unlocking key from the sales representative, click "About" button to enter the
“unlocking key " to enable the Aida identification function.

B B & 02
-

.
LR LPR LIST AL AN ABOUT

ouTPUT SETTING
About AidaEngine
Datatset verson [
Software version 20024
System ID [oo-0F FC8551-23
Unlociong key
License type [Trallic. ANPR Al (Taiwan)
License status [Licensed (25 days left)
YOLO LICENST
Versiom 2, July 39 2014 ~
License status FTWARE LICENSE 13
D "ALL CAPS® 50 THAT ,,
™ IT 15 SUPER

Chapter 3.0 How to Purchase an Aida Plug-in

Chapter 3.1 How to Get a Trial License

To get a trial license, visit https://www.ddnsipcam.com for registering an account. Once an account gets
registered, click on 30-Days Free Trial. You will get a trial license. Follow previous step for enter the trial
license.

English + EVIANIVES

User : stevehub@meritlilin.com.tw ( Merit LILIN )

Purchase Al Engine Purchase NAV Upgrade Al/NAV License Manage DDNS Account

Al ANPR High Speed Al Number Plate Recognition

Feature:

« Up to 1080P at 48 FPS recognition speed

« Up to 8 cameras recognition recommended

« Up to 200 km/h or 125 mph freeway solution

« HTTP SDK available for integration

« Can be used with LILIN Navigator video management
software

30-Days Free Trial

Object Recognition Engine

5 66-UM-CamAIN-CSE-1


https://www.ddnsipcam.com/

SLILIN

You are able to manage the license keys for Aida Plug-in or Navigator below:

User - stevehub@meritlilin.com.tw { Merit LILIN )

Purchase NAV [Z]  Upgrade NAV El EE

#16425 All @ 2019-06-29 10:21 Al Engine Vi) Qiecy BMftss35POKZEXUEIGMR
Enter for Site Name (ANPF. GER 2ch) Hs19IMIVcld +
416424 E 9.06-28 1108 AlEngine
Enter for Site Name NPR TWN
w16253 2019-04-25 10:10
Enter for Site Name Al E
#16174 o E 2019-04-02 16:53
Enter for Site Name
#16171 o E 2019-04-02 15:42
Enter for Site Name:
#16051 E 2019-02-13 13:53 NAV Corporate 16+4 0
o Transaction is complete Upgrade to Enterprise is available E Enterprise 30-Days Free Trial I3 order Enterprise Corporste 30-Days Free Trial [§ order Comporate
FX] 1 engine 20-Days Free Tria [ corcer & engine o Unregister

English * ENIENUE]

Purchase Al Engine Purchase NAV Upgrade Al/NAV License Manage DDNS Account

How to Use DDNSIPCam?

Chapter 3.2 The Following Situations Where Aida Plug-in Might not Work

In rainy day, the rain drops block the field of view of the detected number plates or objects.
In foggy environment, the fog blocks the detected number plates or objects.

The reflection caused by sunshine and mirror

The large object blocks the license plates.

Blurry video in a strong wind installation

Chapter 3.3 Who Needs this Aida Plug-ins
The following customers are suitable for using LILIN Aida Plug-ins

System integrators for car park automation

Software developers for building automation

Traffic management system developers

Home automation integrator

Developers of VMS companies

Number plate recognition system installers of LILIN NAV

Chapter 4.0 How to use the Aida Camera

Chapter 4.1 The Camera Installation for Aida Traffic Management

The installation of the camera is important. For cost consideration, installing the camera on a single pole is
preferred. For this reason, please make sure that the camera field of view can cover the entire intersection, and
the resolution for object identification must be 120 pixels wide x 120 pixels high.

* One pole installation is preferred.

@/
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Chapter 5.0 How to use Aida Plug-in
Chapter 5.1 HTTP Post of Aida Software

HTTP Post can notify other systems for integration purpose. See examples below:

Navigator

0] |
=) rr B

Click on & to launch HTTP notification dialogue box. There are few pre-programmed HTTP CGI commands for
interfacing LILIN NVR or IP camera. Click on Add, Delete, and Edit buttons for editing the HTTP Post
commands.

For example, to control IP camera’s relay output, follow the steps below:

Protocol: Select HTTP port (default) for communication purpose.

Method: Select the target device HTTP protocol method.

Event name: Specify an event name.

Username and password: Enter the username and password of the target device.
HTTP Port: The port number of the target device.

Customized HTTP header

number plate, and others.

URL: The CGI command of the IP camera for reply triggering output.

Post content: Customized contents of Al recognition result including “counter”, bonding boxes,

& B o B & 7

LPR LIST OUTPUT SETTING ABOUT

— Output Settings

¥ Enabla HTTP notification [ Advanced
Notification Events Protocol
Method

Camera virtual aaaa Event name
Camera virtual 2 Host IP
Camera virtual 3
Camera virtual 4 Host port
LED panel display message URL
Navigator HT TP meta output Content-Type

10 Box HTTF alarm output Username
NVR HTTP alarm output Password

Customized
HTTP header

POST content]

® HTTP O HTTPS
® GET O POST

Camera virtual aaaa
localhost

81

[fevent?event event0000=1

serennee
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Chapter 5.2 The Outputs of Aida Camera

When Aida plug-in detects an object in detection zone alarm or a license plate recognition black and white list, it
can perform camera alarm notification, (1) camera-side smart event alarm natification (2) HTTP notification to
other systems and (3) counter output.

Click the button to automatically create the camera "SmartEvent" alarm output setting. This
button can create 4 camera events and correspond to the Camera virtual inputs #1 ~ #4 of the Aida notification
event (see the picture below). If Aida plug-in has the Al detection, e alarm output, you can use the camera to
trigger the "smart event", select the behavior to be detected and press the output setting button; you can specify
the output after behavior detection as

we | Language | Log Out

T ST ST T
SmanEvent Setup > SmarEvent > SmartEvent

Mation Detecson Output Setings.

Tampering Detection

Ao Dt + Aol X Clear Ean 4 Enable HTTP notification Advanced
o Detecson Notification Events Protocol ® HTTP O HTTPS
Methad ® GET O POST
" A e 5 Event rame  [Camers inual
Enatie Evento Hast 1P
Event riame-Ada Event 1
Host
‘Conditon Name Aida Trggerng 1 L~ URL o

w Adda Event 2 Navigator HTTP meta oulput Content.Type ¥
P— 10 B HTTP alarm cutput Ussmame
Event Name Asta Event NVR HTTP alam output Password [seeereee

2
‘Consion Nama1Aisa Trggenng 2

0 ota Event 3

Customized =

Cnatie Event 0 HTTP header

Evert Name Asta Everd 3

Constion Hame! Aisa Trggenng 3

Enavle Evert 0

Evet Name Axta Everd 4

‘Congiton Name! A Trggering —
POST content 7

LPR LPR LIST

& 7

QUTPUT SETTING ABOUT

Alarm Settings
Enable object classification Action detection
Object size(FOV%) Prohibit zone (O1AI) A po 0 A N
6 80 D Zone with dwell / Parking violation (01Al) — =
F 7 (JLPR allowed list access (06Al)
Confidence(%) > JLPR denial list access (06Al) car, 64%, 10461
8 O Tripwire / Traffic flow (01Al) —
—S OTurn left (01A1)
Dwell > O)Turn right (01A1)
4
s v
Classification Detection zone output
person
- Camera virtual 1 -
Obicycle
O Camera virtual 2
car
O Camera virtual 3
O motorbike o
Daeroplane Camera virtual 4
Obus (JLED panel display message
Otrain gNavlgatur HTFF_’dddd Detection zone D ﬂl .
Otruck 10 Box HTTP digital alarm output
Oboat - CJNVR HTTP digital alarm output - Enable direction

O Show classified object only

Help for object classification

Object size (FOV%) is to filter out the size of objects over the range
Confidence (%) is to filter out objects with less recognition confidence:
Behavior detection is to detect the behavior of a tracking object
Detection output is the output actions after behavior detections.
Detection zones: There are four zones for the detection.
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Chapter 5.3 Verify the Output Triggering of Aida Camera
Go to Setup > System > System Log of the camera to verify the triggering by Aida detection.

—ooem [ v | cowor | ek | smoevems | Routowion | aimenance ]
General Setup = System = System Log
TLIJ::r | Page IERMor 151 | - &1 | > [Type: & Displaying 1 to 25 of 3764 items
IP Address User Date & Time Log Description
0sD 2021/07/20 22:40:03 |#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)
System Log 127.001 hello 2021/07/20 22:40:03 | Set#1 Virtual Input Value({1){SYSTEM MESSAGE)
2021/07/20 22:40:03 |#1 event{Aida Event 2) #1 condition triggered(EVENT TRIGGERED)
127.0.01 hello 2021/07/20 22:40:03 | Set#1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:40:03 [#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)
127.0.0.1 hello 2021/07/20 22:40:02 | Set#1 Virtual Input Value(1)(SYSTEM MESSAGE)
2021/07/20 22:40:02 |#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)
127.001 hello 2021/07/20 22:40:02 | Set#1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:40:02 |#1 event{Aida Event 2) #1 condition triggered(EVENT TRIGGERED)
127.001 hello 2021/07/20 22:40:02 | Set#1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:39:22 |#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)
127.0.01 hello 2021/07/20 22:39:22 | Set#1 Virtual Input Value(1}(SYSTEM MESSAGE)
2021/07/20 22:39:21 |#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)
127.001 hello 2021/07/20 22:39:21 | Set #1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:39:21 |#1 event(Aida Event 2) #1 condition triggered(EVENT TRIGGERED)
127.001 hello 2021/07/20 22:39:21 | Set #1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:39:21 |#1 event(Aida Event 2) #1 condition triggered(EVENT TRIGGERED)
127.0.01 hello 2021/07/20 22:39:21 | Set#1 Virtual Input Value(1)(SYSTEM MESSAGE)
2021/07/20 22:39:21 #1 event(Aida Event 2),#1 condition triggered(EVENT TRIGGERED)
127.0.0.1 hello 2021/07/20 22:39:21 [ Set#1 Virtual Input Value(1)(SYSTEM MESSAGE)
2021/07/20 22:39:07 |#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)
127.001 hello 2021/07/20 22:39:07 | Set#1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:39:07 |#1 event(Aida Event 2) #1 condition triggered(EVENT TRIGGERED)
127.0.01 hello 2021/07/20 22:39:07 | Set#1 Virtual Input Value(1){SYSTEM MESSAGE)
2021/07/20 22:39:07 |#1 event(Aida Event 2)#1 condition triggered(EVENT TRIGGERED)

Chapter 6.0 Aida Alarm & Object Classification
For Aida alarm and object classification, follow the instruction below:

Chapter 6.1 The Settings of Aida Alarm Detection

Click on Enable object classification detection for using Al object detections. For object behaviors, the behavior
is defined in a detection zone. There are four detection zones programmable for classified objects. Follow the
instructions below for setup.

B N B & ?

LPRUST ALARM ouTPUT SETTING ABouT

— Alarm Settings
Enable object classification Action detection
Object size(FOV%) Prohibit zone (01A1) =
3 & Zone with dwell / Parking violation (01A1)
A < CILPR allowed list access (08AI)
Confidence(%) > LPR denial lst access (06AI)
s I Tripwire / Traffic flow (O1AI)
Y OTurn left (01A1)
(& Dwell > Turn right (01A1)
P
Classif car, 98%, ID: 306
O Deection zone output
i “ | [@Camera virtual 1 R
bicycle
1Camera virtual 2
car
1Camera virtual 3
Smolarbke Camera virtual 4
el CILED panel display message
Citrain “INavigator HTTPdddd Detection zone (] (<] J&il] |l

7110 Box HTTP digital alam output

Citruck
) boat - NVR HTTP digital alarm output ; il i

) Show classified object only [l

Help for object classification

Object size (FOV%) is to filter out the size of objects over the range.
Confidence (%) is to filter out objects with less recognition confidence
Behavior detection is to detect the behavior of a tracking object
Detection output is the output actions after behavior detections.
Detection zones: There are four zones for the detection

Note: It is important to disable “Enable object classification” feature, if object detection is not used.

9 66-UM-CamAIN-CSE-1



SLILIN

Chapter 6.1.1 Prohibit Zones

Click on *=1=Ibuttons for inserting or deleting a detection zone. Once a detection zone gets added, drag the

Anchor of the zone to fit the environment. There are up to four detection zones for detecting the behaviors of
classified objects.

car, 91%, ID: 460

car, 75%, 1D-|461

/
/

s

car, 98%, 1D: 306

Detection zone [+ - | Z&il] [l

Enable direction
[CJ Show classified object only

Chapter 6.1.2 Adjust Prohibit Zones
To adjust the detection zone, please use mouse to drag the blue point of a detection zone according to the
sense.

If the OSD screen display of the classified object is displayed, please click "Show classified
object only". If you do not want to see the object name and recognition rate, please click H.

Chapter 6.1.3 PX Indicators

As shown below, the PX indicators can be used for measure the pixel sizes in width and height of a number
plate, when a user using a mouse drags the blue point of the zone. The minimum for a object or a plate to be
recognized is about 120 pixels in width. The PX indicator resolution is based on the resolution of the camera.

%, 4B, P86, ID:
Car@8%, B, AP 9164, ID: 484
car, 66%IDI476 i '{
.

TBC5678, 73%

ABC5678, 99%

car, 81%, ID: 471

Detection zone [ + (- | [Al] [l

Enable direction
[J Show classified object only
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Chapter 6.1.4 Prohibit Zone Detection for Human

To set up an alarm natification for an object entered the prohibited detection zone, please select in the object
names in “classification”. Add a detection zone to desired area. Tick on “Prohibit zone detection”. Click “Set”
button to save the settings.

This can be used for detecting a person entering a prohibit zone or parking violation.

The prohibit zone works as below: If an object gets classified and enters the prohibit zone as below, the
classified objects in the zone get shown in red.

R

Detection Zone

e

Q

Q
o
A

To setup prohibit zone:
1. Enable the zone for parking area
2. Check the detection objects such as car, truck, SUV, etc
3.  Set the dwell for detection zone with dwell

& ?

OUTPUT SETTING AsoUT

Alarm Settings

Enable object classification Action detection

Object size(FOV%) Prohibit 2one (01Al) -
6 0 (JZone with dwell / Parking violation (01Al)

> o CILPR allowed list access (06A1)
Confidence(%) > CJLPR denial list access (06AI)
8 I Tripwire / Traffic fiow (01A1)

O Turn left (01A1)
Dwak> 1 Turn right (01A1)
4
lassi
as&,s;:non Detection zone output
e = |@camera virtual 1 =
Ibicycle
Bcar [CICamera virtual 2
8 I Camera virtual 3
Imotorbike -
Iaeroplane (CiCamera virtual 4
busop [CJLED panel display message

(7} Navigator HTTPdddd Detection zone [+ | [~ | B8l
train (110 Box HTTP digital alarm output JEE .

Itruck [ZINVR HTTP digital alarm output

|boat A . Enable direction

"] Show classified object only

Help for object classification

Object size (FOV%) is 1o filter out the size of objects over the range
Confidence (%) is to filter out objects with less recognition confidence
Behavior detection is to detect the behavior of a tracking object
Detection output is the output actions after behavior detections
Detection zones: There are four zones for the detection

11 66-UM-CamAIN-CSE-1
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The following situations are supported for Al detection:

,

Sittin
ViEY

Light attaching

Chapter 6.1.5 Tripwire Detection
Each zone can be configured as directional tripwire mode. There are total 4 zones that can be converted to

tripwire modes. The tripwire works as below: A person needs to cross the tripwire based on the flow.

To setup tripwire

1. Enable the zone for parking area
2. Check the detection objects such as car, truck, SUV, etc

3.  Select tripwire for detection

|u_|
(R

=
=)
LPR

-

Dwel
4

O

Classific:

—— Alarm Settings

LPRLIST

i
ALARM

B- & 7

OUTPUT

SETTING ABOUT

e
Confidence(%) >
8

I >

-ation

Enable object classification
Object size(FOV%)
6

Obicycl
®@car

Obus
Otrain
Otruck
Oboat

person

le

Omotorbike
Oaeroplane

Action detection

O Prohibit zone (01Al)

[ Zone with dwell / Parking violation (01Al)
[JLPR allowed list access (06Al)

[ILPR denial list access (06Al)

& Tripwire / Traffic flow (01Al)

O Turn left (01AI1)

(O Turn right (01AIl)

Detection zone output

O Camera virtual 1

O Camera virtual 2

O Camera virtual 3

(O Camera virtual 4

CJLED panel display message

O Navigator HTTPdddd

(10 Box HTTP digital alarm output
NVR HTTP digital alarm output

12

car, 92%, ID: 471

Detection zone [+ -] [&il] [l

Enable direction
[ Show classified object only

66-UM-CamAIN-CSE-1
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Chapter 6.1.6 Density and Counter Detections

The density detection (crowd detection) and counter are supported. Density detection is to count the classified
objects in a detection zone. This function can be used for the detection of too many people in the detection
area and trigger the camera alarm. To use this function, please select the "Density detection" feature below.

Counter Settings
Counter triggering > Counter Operand Counter01: 50, Counter02: 0, Counter03: 0, Counter04: 0,
EE ; Resetva\ue _ Reset every [1 minute  ~ Counter05: 0, Counter06:- 0, Counter07: 0, Counter08- 0,
Link to post event [LED panel display message ~]

Post every |5 minutes

Action detection

LIProhibit zone

[1Zone with dwell / Parking violation

LILPR allowed list detection within zone (06AIl)
[ILPR denial list detection within zone (06AI)
[ Tripwire [ Traffic flow

¥ Density detection (03Al)

[IMissing object detection

Please set the counter and set the operand to "=". This feature is to detect and to count the classified objects in
the detection zone. If the counter is greater than the trigger counter, it will start to trigger the alarm.

Counter Operand

Counter triggering =

The counter will display the detected counting in the panel after it reaches “Counter Triggering” setting.

Counter01: 50, Counter02: 0, Counter03: 0, Counter04: 0,
Counter05: 0, Counter06: 0, Counter07: 0, Counter08: 0,

The counter detection is to count the behavior detection. Once it reaches the value of the Counter Trigger, the
camera can trigger an action. The example below shows the tripwire with “Counter Triggering” feature at
counter #2. The operand is set to “+1” for every triggering. For the counting feature, please follow:

Enable one of the behavior for a detection zone

Set operant to “+1/-1".

Reset value: Reset to the default value

Reset every minute: Reset time interval

Link to post event: List the counting result via HTTP Post
Post every: HTTP post time interval

Counter Settings

Counter trigaering > Counter Operand Counter01: 50, Counter02: 0, Counter03: 0, Counter04: 0,
o I ounter triggering Reset value _ Reset every ]m‘ Counter05: 0, Counter06:- 0, Counter07: 0, Counter08- 0,
EE Link to post event [LED panel display message ~]

Post every |5 minutes

13
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Chapter 6.1.7 All Objects Detection (AND)

When there are one or several engines for Al detection, you can enable the All objects detection AND
algorithm. For example, one application could be used for detecting (1) goggles, (2) safety helmets, and (3)
safety vests at a preprogrammed detection zone during the dwell. If all the 3 objects exist at the same time, it

enables the access control for automation purpose.

Alarm Settings

SETTING

& 7

Enable object classification
Al object size (FOV%)

0 80
s O
Confidence (%) >
67
O
Dwell (Sec) =
2
O
Classification
[Jno_helmet(face) =
[ helmet

[ safety_vest

Behavior detection

(CDensity detection (03Al)

[CJAI missing object detection
[JLPR visitor list detection in
zone (06Al)

[CJUnattended or missing object
[C'Tampering detection

EAll objects detection (AND)
[JJLack of any object detection
NAND)

Detection zone output

[JJCamera virtual 1
[JCamera virtual 2
[JJCamera virtual 3

[JJCamera virtual 4
CJNVR HTTP digital alarm

& |
Cold zone |_Show

output Detection zone [&3 All
[INavigator HTTP metadata Clean | Set e
output Show classified object only [ Enable object detection

~| |CLight up the 13th 10 Box >

Help for object classification

Object size (FOV%) is to filter out the size of objects over the range. Confidence (%) is to filter out objects with less recognition confidence.
Behavior detection is to detect the behavior of a tracking object. Detection output is the output actions after behavior detections.
Detection zones: There are four zones for the detection. To set cold zone, click on Set button and select the objet to set cold zone

Chapter 6.1.8 Lack of Any Object Detection (NAND)

When there are one or several engines for Al object detection, you can enable the Lack of Any Al Object
Detection. For example, one application can be used for detecting (1) goggles (2) safety helmets, and (3)
safety vests. If the three objects does not exist at the same time at pre-programmed detection zone during the
dwell, the digital DO output can be triggered to enable alarm notification.

Chapter 7.0 SmartEvent

Chapter 7.1 SmartEvent and Condition

There are a total of 5 events available for Smart Events. The events and events operate independently. If
multiple events are required to operate independently, the event can be activated to trigger the alarm output.

SLILIN
T ST ST ST ST G T

Setup > SmariEvent > SmartEvent

+ Add X Clear (4 Eatt

Live | Language | Log Out

SmartEvent
Motion Detection
Tampering Detection
Audio Detection

tem Event Name:

o Aida Event 1 [m}

Enable Event.0

[Event Name Aida Event 1

Condition Name1-Alda Triggering 1

02 Aida Event 2 [m}

Enabie Event0

Event Name Aida Event 2

Condition Name1:Aida Triggering 2

03 Aida Event 3 a

Enabie Event 0

Event Name-Ada Event 3

Condiion Name1-Ada Triggering 3
— 04 Aida Eventd

a

Enable Event 0
Event Name Aita Event 4
Condition Name1-Aida Triggering 4
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The "conditions" of the SmartEvent is dependent, and the action of the Condition #2 will be executed after the
Condition #1 is finished, and the next conditions can be triggered after the condition #2 is finished.

OSLILIN Live | Language | Log Oi

SmartEvent Setup = SmartEvent = SmartEvent
Motion Detection
Enable Event 1 O
Tampering Detection
Event Name |Aida Event 1 ‘

Audio Detection

Condition 1 Condition2 | Condition 3 | Conditi

Condition Name [Aida Triggering 1 |
Trigger Schedule | Action
Detection Tme[1 | Sec Sleep Time[0__v|Sec
(Current number/Maximum number of Trigger Rule is 2/3)
Trager
Enable Trigger Operator Value Duration
W Virtual Input #1  |= V|1 0 W/ Sec
O Virual Input #2 = ~|[1ero 0 v|Sec
O Virual Input #3  |= V| [10r0 0 W/ Sec
O Virtual Input #4  |= ~|[1or0 0 v Sec
O Virtual Input #5 = v|[1er0 0 v Sec
O Virtual Input #6  |= V| [1or0 0 w|Sec
O Virtual Input #7 = v|[1or0 0 v Sec
O Virtual Input #8  |= w|[1ar 0 wv|Sec
O Virtual Input #9  |= ~|[1or0 0 v Sec
O Virtual Input #10 = v|[1or0 0 v Sec
O Virtual Input #11 |= w||1or0 0 wv|sec
O Virtual Input #12 = v|[1or0 0 v Sec
O Virtual Input #13 = V| [1or0 0 V| Sec
O Virtual Input #14 |= w||1or0 0 wv|sec
O Virtual Input #15 |= v|[1or0 0 v Sec
O Virtual Input #16 [= ~][1er0 0 ¥[sec

Save the event

Click "Schedule", enter the week schedule and enter the start and end time of the event.

SmartEvent Setup = SmartEvent = SmartEvent
Motion Detection
Enable Event 1
Tampering Detection .
Audio Detection Event Name |Aida Event 1
cevonon | cmamn: | ot | s | com |
Condition Name Aida Triggering 1

Crge | e [ ]

Enable Holiday List

Select Schedule
& Al v

'

End Time
23w

<
b
<

Sun

<

Sun

ime
0
0
0
]
[
0
0
0
0
o
0
0

-
~
w
w
~
w
w
w
w
~
w
e

@
<) ell<]l <]l <] <<l <]l«

< ollell<|<l el ] <] <]« <<
LR EHE R K4 EYIESIES

< ell<]l<|l ) ] <] <]« ¢
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To set the alarm output to be "executed", please click "alarm output" to trigger the DO alarm to open the door.

OLILIN Live | Language | Log Out SLILIN

ST ST GRCTTTIS GRCTTTI (TS G G (N S ST ST ST G T

Selup » SmartEvent » SmartEvent

Chapter 8.0 LILIN Navigator & Aida Integration
Before installing software, please prepare the following software and hardware tools:

(1) LILIN Navigator software must be version 2.0.0.194 or above.

(2) LILIN Navigator software license key.

(3) LILIN license plate recognition software ANPR installation package.
(4) LILIN Aida license plate recognition license key.

After setting up Navigator Al number plate recognition, Navigator will launch GYNet.exe for recognition. If there
is an issue, make sure that GYNet.exe gets launched and GYNet.exe is at HTTP 8592 port.

By launching AlPlug-in, the GYNet.exe is also launched for LILIN Navigator VMS via HTTP port 8592.

Click on Navigator software and click camera properties button. Click on ANPR Group setting. Type
8592 port for interfacing LILIN GYNet.exe.

Chapter 8.1 Installation of LILIN Navigator Software and License Activation

Please refer to the user manual of LILIN Navigator and follow the installations steps in sequence.
After installation, click on the “?” icon in the upper right corner of Navigator to check the status of the license.
Click on register icon to register the license plate recognition software license. Please provide your information
including e-mail address, and system ID, and pass this information back to your dealer or sales person who will
provide you the license key for full functionality.

—

Navigator 64 Bits
Copyright (C) 2014-2018

All rights reserved.

Version: 2.0.0.194
Licensed Channels:

his software uses libraries from the FFmpeg

project under the LGPLv2.1

GUID
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) Register X

I'd|21i|»\\ddress:|Nﬁ\‘r |

UnIockingKey:|ACE"-l.- i e BT T B LN LULGLY |

System ID:|1EU'- .42 |

Status: | Viersion: Navigator Corporate
Feature: ANPR, Failover, Tagging, RAID, Sync Storage,
Alarm Management,

Third-party: ONVIF/MJPEG license: 3
Record license: £

GUID:|7F""" i e SWICA |

Get Unlacking Key Register ||  Cancel |

Chapter 8.2 Global Timer
Support IP camera DO to trigger an automatic global timer, set the start time for starting up the countdown to
trigger DO alarm.

Chapter 8.3 Set as Default
For restoring license plate advanced setting to default settings, set as default.

Chapter 8.4 Behavior Detection Setting of Aida Software
For Aida behavior detection and Navigator settings, please set the relevant detection area in Aida Plug-in first,
as follows:

0 & 7

i
LPR LIST ALARM OUTPUT SETTING

= ) ~
LPR

——— Alarm Settings
Enable object classification Action detection
Object size(FOV%) | @ Prohibit zone (01A1) -
6 |C1Zone with dwell / Parking violation (01Al)

O O | JILPR allowed list access (06AI)
Confidence(%) > | CILPR denial list access (06A1)
8 | D Tripwire / Traffic flow (01Al)
| Turn left (01A1)

@ Dwell > | Turn right (01A1)
4
Gassicaton Detection zone output -
o = | |®@Camera virtual 1 -
Ibicycle 1=
Bcar | L) Camera virtual 2

|C)Camera virtual 3

‘:::Z?::z | Camera virtual 4
bus P |CJLED panel display message

< | CINavigator HTTPdddd Detection zone | + || - | JAI
Sty |10 Box HTTP digital alarm output -

Dboat — i _INVR HTTP digital alarm output .| & Ensbie direction

() Show classified object only

Help for object classification

Object size (FOV%) is to filter out the size of objects over the range
Confidence (%) is to filter out objects with less recognition confidence.
Behavior detection is to detect the behawior of a tracking object
Detection output is the output actions after behavior detections
Detection zones: There are four zones for the detection
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Chapter 8.4.1 Navigator and Aida Behavior Detection Settings
Click "Camera Properties" and click "Alarm Management" to configure Aida's behavior detection.

% Camera Settings#004

Display/Record
[] Activate this device

Name

ROAY. 1

8wl

Channel Location 2222

NAV USB/P2P Live Stre v Datect
Cam 001

Device Type
Channel

o
v | Setting /-

Auto import DVR import

Streaming Mode Single Streaming Mode

Record Mode Record the main stream

Network

IP/DNS

HTTP Port (ex. 80)
Onvif Port (Optional)
HTTPS Port (ex. 443)
Video Port

127.0.0.1

80 Find Device

Assign the Recording Disk
443

] Auto switch the audio

Usemname ONVIF ePOS/OSD

Password Device Type:

ANPR Group Setting
Camera/485 ID 1

P2P ID FILE E:\New folder\rightturn.mp4

Apply
0.05FPS

Alam Input (DI):
Relay Output (DO): Object Counting

Facial Recognit)
Synchronize Time with PC acial Recognition

| Low bit rate client server connection Set the privacy mask

Reboot Device Launch Browser

Click "Options" in "Alarm Input Management" to set Aida's behavior detection.

Alarm Management Cam#004 X
Condition#1 Condition#2 Condition#3 Condition#4 QOthers
Alarm Input Management Alarm Output (DO)
[C]NAV CGl Triggering ~ Play Sound
[]Video Loss Detection [ Send E-mail
[[] Speed Measurement Detection [1PTZ Preset Recall

ANPR Detection
[] Facial Recognition

[] signal Digital Output
[JAlarm Full Screen

[]Post-alarm Record

QRCode detection
[ Aida Behavior Detection v

E l?r.e-alarmlFEc?cordiRnAg Friday
3 > < > Saturday .
| Options ] Options ® (@ Enable Apply All Schedule
1 » = (O Close

Enable Alarm Input (DI) Pre-alarm Dwell (Sec)

["]AND Logic Alarm Notification Alarm Output Dwell (See) 5

The Next Alarm Output Dwell Disat ~
(Min)

Detection Dwell (Sec) 1 v

Use the Not Logic

OK

Cancel

Apply Cameras

To set up the Aida host, please click on the "Aida Server" option to set up the communication between
Navigator and Aida. The Aida server has two important options:

(1) Send the image to the Aida server for detection.
(2) Get recognition result from the video of the Aida server.

Send the image to the Aida server for identification—Navigator sends the video to the Aida server to display the
recognition result

Get the recognition result from the video of the Aida server—Navigator will display the recognition after
receiving from the Aida server, and the Aida server will actively connect to the IP camera.
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Alarm Management Cam#002

‘Aida Behavior Drtection

[JEnable watch dog service

(C)Send images to the Aida server for detections

(®) Get detections from the video in Aida server

Server IP 192 . 168 . 3 . 57
Linked Channel 1 2
Cancel

Condition#1 Condition#2 Condition#3 Condition#4 Others ®) Ragion of intacest Oewr
Alarm Input Management Alarm Output (DO} Ragion of dsinterest Oen
[ | NAV CGI Triggering ~| [¥]Play Sound ~
[ ] Video Loss Detection [[]Send E-mail
[] Speed Measurement Detection [[1PTZPreset Recall
["] ANPR Detection [ signal Digital Output
[~ Remote LPA Detection [ Alarm Full Sereen
] GRCode detection [[]Post-alarm Record
Aida Behavior Detedlion o [Pre-alam Recording .
< > .
[ owow ] Options —
Apply All Schedule % % .

[] Enable Alam Input (D1) Pre-alarm Dwell (Sec) > Speed ix .

Caenn 3= [ B 3 .

it i Alarm L] hd
[_]AND Logic Alarm Notification larm Output Dwell (Sec) ZIDtslo detected objec b bves
Detection Dwell (Sec) 1 ¥ The NextAlarm Qutput Dwell Disat - | Disglay tracking 1D
. (Min) (Only sccept objecs when  behavior o deteced i
Use the Not Logic Mk Cbjec Pues 90 13
050 Rton w e i o
e o0 St >
b s Pl i o et v o .
NC Couioe i S [ el
Aida Server X
[JEnable service

After above settings, Navigator can receive the Aida behavior detection and number plate recognition shown

below:

#005 Cam 005

—

Car : Yellow

n n

am 005  #005 Cam005  #004 Cam 004  #004 Cam 004

19
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Click "Options" in "Alarm Input Management" to configure Aida's behavior detection.

%

Display/Record Preview

[V] Activate this devic™
Aida Behavior Detection

"
admin
RDAY. 1

o | AlEngine
Recognition FPS 20 v < >
Sased i il

Condition#1 Condition#2

) < S
Alam Input Management Confidence >= 40 3 - / o)

[INAV CGl Triggering [[]Do net outline detected objects 8 4 4 =
[ Video Loss Detection
[ Speed Measurement Detegti¢
[ ANPR Detection

[ Display Person 1D
[ 1gnore the objects without detected behavior \ Applcations

[] Facial Recogniion e ~ - —
["]GRCode detection ==
[/ Aida Behavior Detection 0D Up v Windows

< | Traffic Event Human Piayback
ions |1 | zone violation - [ Human Detections
! Bl ["] parking Spot Apply All Schedule
[ parking Violation mask wearing ala

[v| Enable Alarm Input (DI)

Aot vEd

[] Traffic Flow
[_]AND Logic Alarm Notification L Tum Left
| [] Turn Right ing e
Detection Dwell (Sec) [ wrong Way

[] Tumn Left Violation
] Tum Right Violation e
[[] u-turn Viotation
[] Run the red light Not proper helme
[[]Run the red light ... Ao

[] Run the red light v

Jse the Not Logic

NCC Counter

MZN5582

#005 Cam 005 00 00 #005 Cam 005 #005 Cam 005

My View

Violation Report of NY City

Person
Bicycle
Car
Motorbike
Bus
Truck
Parking.
Backpack

=
3
<]
RS
T
s
3
I}
o

Device Name

Chapter 9.0 iOS and Android Apps

LILINHome apps are able to push the snapshots, once a behavior gets triggered. The snapshot of an Al
behavior can be sent to LILIN Event Cloud and retrieved by LILINHome apps.
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Chapter 9.1 Camera Setup for Al Behaviors
After the camera gets setup for its IP address, port

number, username and password, a user can setup Al

detection zone for IP camera. There are four detection zones available for setup.

Camera Setup

View

Remove

==\

\ E] )

Name IP : Port

Front Door
59.124.126.102 83

View Name: Front Door

Division: 1

Chapter 9.2 Al Behaviors Push Notifications

Zone Setting

Al Setup

Zone Setup

The snapshots are stored in LILIN Event Cloud at https://event.ddnsipcam.com. To enable the service, click on

“Enable cloud notification” option. Provide username a
push the snapshots to LILIN Event Cloud.

nd password of LILIN Event Cloud. LILIN Al camera will

Notification dwell: The sending interval in between the detection.

B- fel ?
- —

ouTPuT ABOUT

General

Language
Port #

Event Cloud

Enable cloud notification
Account
Password

Notification dwell (secs)

Cloud statue

21
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Chapter 9.3 Cold Zone

The camera can support “Cold Zone” reporting for false alarm. For example, the picture
below, the rock is recognized as a person. Training the Al to adapt to the environment is a
time-consuming task. The Cold Zone technology can suppress the recognition rate of the
misclassified stationary object.

To set the cold zone, follow the steps below:

(1) Click Set button.

(2) Click on the bounding box of the misclassified object.
(3) Click show to see the cold zone object for five second.
(4) There are up to 8 cold zones can be set.

(5) To clear all cold zones, click on Clear button.

Detection zone [B3 1] Cold zone [ Show | _Ciean | (EZ))
[0 Show classified object only

Enable direction

LILIN Event Cloud will push event notification to your mobile phone, after it got the snapshots from LILIN Al
camera. If the notification is a false alarm, you can click the false alarm button feedback to LILIN camera for
reducing the recognition rate.

Push Notification Cold Zone

View < e False Alarm (Cold Zone)

Remove

IP : Port

Front Door
59.124.126.102 83

View Name: Front Door

Divisi False Alarm
vision:
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Chapter 9.4 LILIN Event Cloud
LILIN Event Cloud offers Dashboard and Event Alert to the users who can conveniently
analyze the events statistics and get the event images.

& G (A &) https;//event.ddnsipcam.com/home.php?ut=1628470716 13 Q 14 {3 = :
oLILIN
@ Event Alert stevehub@meritiilin.com.tw v
) Event Alert
(8 Snopshot NEXT | LAST | (121)
e—
Foat door
2021000 M 3902 20210809 11:36:30

r “ﬂn * \s » n o | e | e | e

Font door Font door Font dooc
2021-08-09 112605 2021-08-09 11:2219 2021-08-09 11.07.36

£ S5
— — — —

Font door ont dooe
2021 0808304126 2021080890 1605 2021 0608 301502 2021-08-09 101430 20210808 101108 2001000 100808

o % % |3 "\"

Font door Font door
2021-08-09 10073 200080 S0 0424 20 S8 Too0se zmuwmalao m1m—mm»uﬁ 2021-08-09 095436 2001 0600 095404

"«\ ;‘ % e lele

Note: For free service, there are only 512 pictures for storing the snapshots.

Chapter 10.0 NVR/DVR Integration
Chapter 10.1 Al Object / Behavior Recognition Setting

Chapter 10.1.1 Al Event Setting

Click on META DATA > General > Al camera (06Al) channel.

Serial Input: Select Channel.

METADATA Service: Select On.

Emulated Mode: Select Al.

Event: Click according to requirement, person, car, motorbike, truck, bus, emergency vehicles, tripwire
zone, other.

After completing the setting, click on “Apply”.

SLILIN b Oal EVEN ADMIN % %

FFFFFF
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Chapter 10.1.2 Al Camera Setting
On the live screen of the local NVR, right-click on the Al camera channel and click "Launch camera page" to
enter the Al-related camera settings. (For detailed settings, please refer to the Al camera manual).

Front door

2021/09/11 10:00:33

1n

Alarm Settings

x Enable object classification Action detection -
Object size (loU%) Prohibit zone al
16 66 x Zone with dwell / Parking
o ~ violation
Confidence (%) > LPR allowed list detection |

98 |within zone (06Al) |
LPR denial list detection ‘

[@ Dwell (Sec) > within zone (06Al)

6 Tripwire / Traffic flow 7.
= Density detection (03Al) =1
Counter v

Detection zone output _
Camera virtual 1 2
Camera virtual 2
Camera virtual 3
Camera virtual 4
LED panel display message
Navigator HTTP metadata

person 5] output Detection zone + |- ﬂ,

® bicycle The 13th 10 Box HTTP alarm

output -

x car R

x motorbike x Show classified object only \]'

aeroplane
bus

train
truck
boat

Operand = |~

Counter triggering >
1

Classification
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Chapter 10.1.3 Alarm Setting

®  General Setting: Click on Alarm > General > Al camera (06Al) channel.
® Metadata Popup: Select On.

SLILIN ¥ MOTION AREA (=) OUTPUT

(X CAMERA

ADMIN ¥ 2%

QO RECORD

e Save Event Snapshot
DISPLAY

. Apply To All Channels
?.}':0 NETWORK
1)

§0b SYSTEM

[—]
@ P12

E] META DATA
[£) otHer

Metadata Popup

Specify Alarm Text

Alarm Setting: Click on Alarm Setting > Output > Select according to required output type.
Example: DO#1.

[ ) Enable: Select On.

Trigger Conditions: After clicking the channel event, click according to requirement, person, car,
motorbike, truck, bus, emergency vehicles, tripwire zone, other.

OL I I\ % GENERAL %% MOTION AREA §=9 ADMIN - T %

[ cAMERA ALARM LED .

QO RECORD PREETEN Manual DO Control

Trigger Conc Channel Events System Events Schedule

Alarm Time

] oispay

a9

e NETWORK

Lk DO#1 - Channel Events...

Alarm person [ | Car (| Motorbike [ Truck [ Bus [| Emergency Vehicles (| Tripwire Zone (] Other
Alarm

Alarm

Motion Alarm

Select/Clear All

Cancel
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Chapter 10.1.4 Event Search
On the local NVR, click on the Al icon to enter the Al event search screen.

2N21/09/08 14:25:48 vo Front door

2021/09/08 14:26:16

5 [0 L > 15y AR 2

(i 17
CAMO1 | CAMO2
CAMO3 CAMO04

The default search time of the system will start at 00:00:00 of the current day, and end at the time user enter the
search screen. To change the search time, click on the time on the lower left and adjust the search time. Due to
limited system resources, the system can only provide screenshots of the most recent 4,000 events. The latest
events will be listed on the first tab, and each tab will display up to 20 events. To switch the event page, click on
the left and right arrow icons, or click the channel number and event icons as the search filter conditions.

To display all events list, click on the “Alarm Event” button. To return to Al event, please click on the Al icon.

Event Period 2021/09/01 10:42 ~ 2021/09/11 10:56

Search Period

Yesterday
This Week

Last Week

September, 2021

10.

[} 0!
LPR Visitor 02015013 0205013 or 215013 0215013 2015D13 205D13 215018R Visitor

<:I I:> 1-20 / 64 (Maximum 4000) @ [

Alarm Event

Cancel
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Event Period

21/09/11 10:

2021/09/11 10:47:49

1-7 / 64 (Maximum 4000)

01 CAMO1

01 CAMO1

01 CAMO1

M LPR Blacklist
Wp. for Env

Person

License Plate

Car

Sensor

Motorbike

Detection Zone

Truck

Tripwire

Bus

Other

Emergency Vehicles

Chapter 10.1.5 Event Playback
To playback the event, please double-click on the Al event or alarm event. Or single click on the event and then
click the “Play” button.

Event Period 021/09/11 10

Search Period

Yesterday

This Week

Last Week

1-20 / 64 (Maximum 4000)
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SLILIN

2021/09/11 10:49:06

CAMO3 CAMO04

Chapter 11.0 The Integration SDK of Aida Plug-in
There are SDK available for interfacing LILIN Aida Plug-in via 8592 HTTP port. Basically, third party software is
able to get (1) behaviors, (2) object names from the cameras port 8592. Visit LILIN Al SDK for more details.

IP camera Third-party VMS

Port 80 JEEE Tt Port 80

Camera Firmware Port 80
Port 80

° /getalarmmotion Port 80

Traffic: Behaviors &
Denial list
LRI  Port 8592

Edge Aida Plug-in

Port 8592 HTTE Fost

Aida Performance Requirement

Edge Al Recognitions / Ch / Sec
License plate recognition (LPR), 2 Al weights 6 recognitions / Sec
LPR + Objects, 3 Al weights 5 recognitions / Sec
Objects, 1 Al weight 8 recognitions / Sec
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https://github.com/LILINOpenGitHub/LILIN-AI-Engine

