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1. Introduction

1. Introduction

1.1 Brief Introduction to the Web Interface

CyberPower’s Intelligent Power Distribution Unit (PDU) Web Interface gives users all
the features they need to configure, manage, and monitor the Intelligent PDU Series
via a Web browser. With this easy-to-navigate interface, users can perform real-time
monitoring of each outlet, control individual outlet, set power alerts, and complete
many other tasks in an intuitive manner.

1.2 How to Log in

CyberPower PDU Remote Management

Remote Management - LOGIN

Name }:yber

Password |'"°°

Automatic Login

LOGIN

1. Open a Web browser.
2. Enter the IP address of the CyberPower PDU in the Browser Address Bar, and
then press ENTER.
Note: To look up the IP address, please refer to the LCD screen of the PDU.
3. Enter the information for the User Name and Password fields.
There are two types of user accounts.

Account Type | Default Default Authorization
User Name | Password
Administrator | cyber cyber View, access, and control all
settings.
Viewer device cyber View all settings.

4, Click LOGIN to open the Summary Tab.

Intelligent PDU Web Interface



1. Introduction

1.3 General Settings
These are the basic settings for the PDU.

1.3.1 Date and Time Settings
The date and time can be set manually or synchronized with a Network Time Protocol

(NTP) server. All time-related configurations are based on this setting. See System
Tab > General > Time.

System Tab > General > Time

Pnl' nemole Administrator login from 192.168.25.28 ;¢ [Logout]
Management Summary | PDU | Envir | Log |MSVSE M| Help
Time
General Current Settings
Time 2017/07/25 Tuesday & 16:15:28
Identification Status Update from manual input.
Daylight Saving Time Next NTP Update
Security
- System Time Configuration
Network Service 4 g
Notification Time Zone GMT+08:00 ¥
ReSGtIRebOOt Date Format yyyy/mm/dd ¥
About
Using NTP Server
Primary NTP Server 0.0.00
Secondary NTP Server 0.0.0.0
Update Interval 8759 [1-8760 Hour(s)]

¥/ Update right now

® Manual Setup
Date 2017 v / 7 \ ./ 25 ¥ | yyyy/mm/dd

Time 16:15:28 hh:mm:ss

Apply Reset

Item Definition
Current Settings

Time The current date and time.
Show whether the date and time setting is updated by
Status manual setup or by the NTP (Network Time Protocol)
server.

Next NTP Update Synchronize with Update Interval.
System Time Configuration

Time Zone The options for time zone selection.

Intelligent PDU Web Interface 2



1. Introduction

Item Definition

Date Format The options for date format selection.

*Primary NTP Server: Users enter the IP
address/domain name of the NTP server and choose
local time zone based on their location.

*Secondary NTP Server: Users enter the IP
address/domain name of the NTP server and choose
local time zone based on their location.

*Update Interval: The frequency for updating the date
and time from the NTP server.

Select the Update right now option to update
immediately.

*Date: Enter the date in the designated format.

*Time: Enter the time in the designated format.

Using NTP Server

Manual Setup

Intelligent PDU Web Interface 3



1.3.2 Daylight Saving Time

Users adjust the daylight saving time according to their location. See System Tab >
General > Daylight Saving Time.

System Tab > General > Daylight Saving Time

Pnll nemote Administrator login from 192 168 25 28 g [l ogouf]
Management Summary | PDU | Envir | Log \\ Help
Daylight Saving Time
General DST Configuration
Mils e Disable

Identification
Traditional US DST time (Second Sunday in March to First Sunday in November)

Daylight Saving Time

Security Manual DST Date Time
Network Service Start
Notification 02:00 ¥ ,the | Second ¥ | Sunday v | of |March v
Reset/Reboot End

About 02:00 v |, the | First ¥ | | Sunday v of | November ¥

Apply | Reset

Item Definition

DST Configuration
Disable Disable the DST function.
Traditional US DST Start from the second Sunday in March to the first Sunday
Time in November.
Manual DST Date
Time

Select the start/end time using the dropdown menu.

Intelligent PDU Web Interface



1. Introduction

1.3.3 Device Identification
Users assign the device’s name, location, and the person to contact about issues. See
System Tab > General > Identification.

System Tab > General > Identification

Pnll nemnte Administrator login from 192.168.25.28 ¢, [Logout]
Management Summary | PDU | Envir | Log \\ Help
Identification Ed Host v
Name PDUS1001
Location Server Room
Identification
Contact Administrator

Daylight Saving Time

Security
Network Service
Notification
Reset/Reboot
About

Apply Reset

Item Definition
Select the role of the PDU (HOST or GUEST#) if PDUs are daisy
HOST/GUEST# i
chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.
Name The name entered by the user to identify the PDU.
Location The PDU location entered by the user.
Contact The person to be contacted about issues. Entered by the user.

Intelligent PDU Web Interface



1.3.4 Device Reset/Reboot

Users can reboot the PDU or reset all the settings to defaults. See System Tab >
Reset/Reboot.

System Tab > Reset/Reboot

I'nll nemnte Administrator login from 192.168.25.28 g [Logout]
Management Summary | PDU | Envir | Log || Help

Reset/Reboot

General
Security
Network Service

® Reboot Power Distribution Unit

) ) Reset Power Distribution Unit
Notification

Reset/Reboot

Reset Power Distribution Unit (TCP/IP Settings Reserved)

Apply Reset

Item Definition

Reboot Power Distribution Unit | Restart the PDU without power cycling any outlet.

o , ) Reset the PDU to its factory default setting and
Reset Power Distribution Unit . . . )
restart it. This action will power cycle any outlet.

Reset the PDU to its factory default setting while
reserving the TCP/IP settings, and restart the PDU.
This action will power cycle any outlet.

Reset Power Distribution Unit
(TCP/IP Settings Reserved)

Intelligent PDU Web Interface



1. Introduction
1.3.5 Environmental Monitoring

PDU with CyberPower ENVIROSENSOR can provide remote monitoring of
temperature and humidity in a server closet and/or datacenter. You can set
temperature and humidity threshold for event action warning. See Envir Tab >
Status & Envir Tab > Configuration. Note that Envir Tab only appears when an
ENVIROSENSOR is connected to the PDU.

Envir Tab > Status

|'|l|| nemn‘e Administrator login from 192.168.27 126 g [Logout]
“a.ageme.t | Summary | PDU Iml Log | System | Help
Status
Information
Configuration Name EnvSensor
Location Server Room
Temperature
CurrentValue 23.1°C
Maximum 241°C (at02/15/2017 11:10:55)
Minimum 20.5°C (at02/16/2017 074525 )
Reset
Humidity
CurrentValue 51 %RH
faximum 56 %RH ( at02M16/2017 09:32:10)
inimum 42 %RH (at02M15/2017 13:12:40)
Reset
Contact
Contact#1 Normal
Contact#2 Normal
Contact#3 Normal
Contact#4 Normal
Item Definition

Information Display the name and location of the ENVIROSENSOR.
Temperature

Current Value | The real-time reading of temperature.

Maximum The highest temperature recorded and the time of occurrence.
Minimum The lowest temperature recorded and the time of occurrence.
Click Reset to reset the highest and lowest value to zero.
Humidity
Current Value | The real-time reading of humidity.
Maximum The highest humidity recorded and the time of occurrence.
Minimum The lowest humidity recorded and the time of occurrence.

Intelligent PDU Web Interface



1. Introduction

Item Definition

Click Reset to reset the highest and lowest value to zero.

Contact Display the current status of each input dry contact relay.

Envir Tab > Configuration

Pn“ nemnle Administrator login from 192.168.25.32 ¢, [Logout]
Management Summary | PDU \m\ Log | System | Help
Configuration
Information
Configuration Name Envaensor

Location Server Room

Temperature
High Threshold 32 “C[1-70]
Low Threshold 15 “C[1-70]
Hysteresis 2 °C[1-10]
Rate of Change 10 °C per & minutes [1-70]
Unit crw

Humidity
High Threshold 30 %RH [10-90]
Low Threshold 20 %RH [10-90]
Hysteresis 5 Y%RH [1-20]
Rate of Change 20 %RH per 5 minutes [1-80]

Contact
#1 Name & State Contact#1 . | Normally Open v
#2 Name & State Contact#2 . | Normally Open v
#3 Name & State Contact#3 . | Normally Open v
#4 Name & State Contact#4 . | Normally Open v

Apply Reset

Item Definition
Information
Name The name entered by user to identify the ENVIROSENSOR.
Location The location of the ENVIROSENSOR, entered by the user.
Temperature

Set the highest temperature value for a high temperature

High Threshold )
warning.

Set the lowest temperature value for a low temperature
Low Threshold

warning.

Intelligent PDU Web Interface



1. Introduction

Item Definition

The point where the environmental state changes from
abnormal to normal and users receive a clearing event
notification. The function of Hysteresis is to avoid receiving
multiple event notifications.

*For high threshold, the point is the threshold minus the
Hysteresis value; for low threshold, the point is the threshold
Hysteresis plus the Hysteresis value.

For example: The high threshold is 32X, and hysteresis is 2X.
The temperature rises to 33X, you will get a warning. Then

it goes down to 31X and up to 33X repeatedly. No clearing
events and warnings will occur while the temperature readings
are within the Hysteresis. You will not get a clearing event until
it drops to 30%..

Define the abnormal change of temperature per 5 minutes.
For example: The current temperature is 23X, and rate of
change is 10X, If it goes up to 33X or down to 13X within 5
minutes, you will get a warning.

Rate of Change

Unit Select the unit of temperature.

Humidity

High Threshold | Set the highest humidity value for a high humidity warning.

Low Threshold | Set the lowest humidity value for a low humidity warning.

Hysteresis Same as Hysteresis under temperature.

Rate of Change | Same as Hysteresis under temperature.

Enter the name of each input dry contact relay and use the

Contact
dropdown menu to define the normal status of each one.

Intelligent PDU Web Interface °



2. Advanced Power Management

2. Advanced Power Management

2.1 Remote Monitoring
Users can see real-time readings of PDU vitals such as device load, power
consumption, and outlet status for an overview of current PDU status. See Summary
Tab, PDU Tab > Status, and PDU Tab > Status > Outlet.

Summary Tab

Pnll nemnle Administrator login from 192.168.25.28 ¢ [Logout]
“anagemenl ‘ M\ PDU | Envir | Log | System | Help
8
Summary
Current Condition
i PDU is normal
i Environment sensor is normal
PDU Status
Dev Load 0.00A L 1 1
TPl
System Data | :1 -
Name PDUg1001 M
Location Server Room
Coniact Administrator
Rating 12A
Uptime 4day. 5hr. 17min. 10sec.
Time 2017/07/24 20:51:34
Envir Status
Temperature 29.5°C 1 1
Humidity 43%RH 1 1
Envir Data
Name EnvSensor
Location Server Room
Recent Device Events
2017/07/20 16:08:29 Daisy chain new guest added; PDUB1001 (SN: 123456789022) is Guest #1
Item Definition
HOST/GUEST# Select the role of PDU (HOST or GUEST#) if PDUs are daisy
chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.
Current ) "
. Operating condition of the PDU and ENVIROSENSOR.
Condition
PDU Status
Dev Load Total load current of all connected devices, measured in Amps.
The on/off status of each outlet. The green light icon indicates
that the outlet is on and providing power. This light will go off
Outlet when the outlet turns off.
Outlet Tooltip Function: move the cursor to an individual outlet,
Outlet name and its ON/OFF status will be shown.

Intelligent PDU Web Interface
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2. Advanced Power Management

Item Definition

System Data

The name of the PDU. For configuration, see System Tab >

Name e .
General > Identification.
. The location of the PDU. For configuration, see System Tab >
Location . .
General > Identification.
Contact The person accountable for the maintenance of the PDU. For
configuration, see System Tab > General > Identification.
Rating UL current rating of the PDU, measured in Amps.
Uptime The amount of time the system has been working for since it was
b last restarted.
Time System time of the PDU. For configuration, see System Tab >

General > Time.

Envir Status

Display temperature reading when the ENVIROSENSOR is

Temperature
b connected to the PDU.
o Display humidity reading when the ENVIROSENSOR is connected
Humidity
to the PDU.
Envir Data
Name The name of the ENVIROSENSOR. For configuration, see Envir
Tab > Configuration.
) The location of the ENVIROSENSOR. For configuration, see Envir
Location . .
Tab > Configuration.
Recent Device A list of the five most recent device events. All events are related
Events to configuration changes.

Intelligent PDU Web Interface "



2. Advanced Power Management

PDU Tab > Status > Device

Pnll nemﬂte Administrator login from 192.168.25.28 /@ [Logout]
Managemenl Summary |m\ Envir | Log | System | Help
Device Status
Load
Device Device Load 0.00 A/ 0 W/ 0 VA
Qutlet
Power Factor
Manager
Outlet Action Peak Load 0.00 A (at 2017/06/26 16:30:43 )
Daisy Chain Energy 0.0 kWh ( from 2017/06/26 16:30:43 )
Wake on Lan Utility
EnergyWise
\oltage 1078V
PowerPanel® List
Frequency 60.0 Hz
Item Definition
Select the role of PDU (HOST or GUEST#) if PDUs are daisy
HOST/GUEST# ]
chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.
Load
Load current of the connected device(s), measured in Amps.
Device Load Load power of the connected device(s), measured in Kilowatts
and Kilovolt-Amps.
Bank Load* Load current of the bank, measured in Amps.
Power Factor Power factor of the connected device(s).
Maximum load current recorded and the time of occurrence.
Peak Load Users can reset the value to zero at Power Restore in PDU Tab
> Manager > Device.
Total energy consumed by the connected device(s) from the
Ener reset date, measured in kWh.
Y Users can reset the value to zero at Power Restore in PDU Tab
> Manager > Device.
Utility
Voltage Voltage of the utility power.
Frequency Frequency of the utility power.

*Only available in select models.

Intelligent PDU Web Interface 12



2. Advanced Power Management

PDU Tab > Status > Outlet*

Pnll nemole Administrator login from 192.168.25.28 g [Logout]
Management ‘ Summary | m | Envir | Log | System | Help
Outlet Status B Host v
Status Load
Device
# Name Status Load (A) Load (W) Peak Load(W) Energy(kWh)
Outlet 1 Outlet1 ON 0.90 0 10 (at 2017/06/27 04:07:56 ) 0.0 ( from 2017/06/26 16:30:43 )
Manager
B 2 Outlet2 ON 1.68 30 GO (at 2017/06/27 03:23:15) 16.5 (from 2017/06/26 16:30:43 )
Outlet Action
Bl B 3 Outlet3 ON 284 0 0 ( at2017/06/26 16:30:43 ) 0.0 ( from 2017/06/26 16:30:43 )
Daisy Chain
4 Outletd ON 3.17 0 0 ( at 2017/06/26 16:30:43 0.0 ( from 2017/06/26 16:30:43
Wake on Lan ute (a ) (from )
EnergyWise 5 Outlet5 ON 0.83 0 10 ( at 2017/06/26 22:48:32 ) 0.0 ( from 2017/06/26 16:30:43 )
PowerPanel® List & Outlets ON 1.96 30 70 (at 2017/06/27 01:31:11 ) 18.0 ( from 2017/06/26 16:30:43 )
T Outlet? ON 2.94 0 0 (at2017/06/26 16:30:43 ) 0.0 ( from 2017/06/26 16:30:43 )
8 Outlets ON 322 0 0 (at2017/06/26 16:30:43 ) 0.0 ( from 2017/06/26 16:30:43 )

*The above Outlet Status Page is available for Switched Metered by Outlet Series only.

Item Definition
Select the role of PDU (HOST or GUEST#) if PDUs are daisy
HOST/GUEST# i
chained. Up to 3 GUEST PDUs can connect to 1THOST PDU.
Status The on/off status of each outlet.
Load (A) Load current of each outlet, measured in Amps.
Load (kW) Load power of each outlet, measured in Kilowatts.

The maximum load current recorded and the time of occurrence.
Peak Load (kW) | Users can reset the value to zero at Power Restore in PDU Tab >
Manager > QOutlet.

Total energy consumed by connected equipment of each outlet
Energy (kWh) since the last reset. The reset can be set in PDU Tab > Manager >
Outlet.

Intelligent PDU Web Interface 13



2. Advanced Power Management
2.2 Visible Power Consumption

With comprehensive energy measurement data, users can gain more visibility to the
total power usage of a PDU, as well as estimate the energy cost and CO2 emissions.
The energy-trend report also helps users analyze their power utilization and to review
the history of power conditions. See Log Tab > Status Records, Log Tab > Graphing,
Log Tab > Energy Records, and Log Tab > Maintenance.

Log Tab > Status Records

Pnl' nemnle Administrator login from 192.168.25.28 g, [Logout]
“ana yement ‘ Summary | PDU | Envir |[IGWl| System | Help
Status Records | E@Host v|
Event Logs Time Device Device Voltage Temp. Hum. Outlet 1 Outlet 1
o o
Status Records max (A) (A) (V) (°C) {%RH) max (W) (W)
2017/07/25 13:34:28 0.00 0.00 107.8 300 38 0 o
Energy Records
= 2017/07/25 12:34:29 0.00 0.00 107.8 30.0 40 0 o
Graphing
Syslog 2017/07/25 11:34:29 0.00 0.00 107.8 208 38 0 o
Maintenance 2017/07/25 10:34:20 0.00 0.00 107.8 209 9 0 0
2017/07/25 09:34:29 0.00 0.00 107.8 206 4 0 o
2017/07/25 08:34:28 0.00 0.00 107.8 307 40 0 0
2017/07/25 07:34:29 0.00 0.00 107.8 308 45 0 o
2017/07/25 06:34.28 0.00 0.00 107.8 306 45 0 0
2017/07/21 00:34:37 0.00 0.00 107.8 298 44 0 ]
2017/07/20 23:34:37 0.00 0.00 107.8 29.5 45 0 o
2017/07/20 22:34:37 0.00 0.00 107.8 29.0 46 0 o

Item Definition

Select the role of PDU (HOST or GUEST#) if PDUs are daisy
chained. Up to 3 GUEST PDUs can connect to 1THOST PDU.
The maximum load current of the connected device(s) or bank
Device Max (A) during a specific time interval, measured in Amps. This interval
can be set in Log Tab > Maintenance.

HOST/GUEST#

Load current of the connected device(s) or bank, measured in

Device (A)

Amps.
Voltage (V) Voltage of the utility power.

Temperature reading when the ENVIROSENSOR is connected
Temp. (°C)

to the PDU.

Humidity reading when the ENVIROSENSOR is connected to
Hum. (%RH) the PDU

The maximum load power of a specific outlet during a specific
Outlet # Max (kW)* | time interval, measured in Kilowatts. This interval can be set in
Log Tab > Maintenance.

Outlet # (kW)* Load power of a specific outlet, measured in Kilowatts.

*For Switched Metered by Outlet Series only.

Intelligent PDU Web Interface 14



2. Advanced Power Management

Log Tab > Graphing

Pnll namote Administrator login from 192.168.25.28 /& [Logout]
Managemenl Summary | PDU | Envir || System | Help
Data Log Graphing
Event Logs Graph Period
Status Records
L) Last 1 day v
Energy Records
Graphing From 2017/07/24 14:04 to |2017/07/25 14:04
Syslog
Maintenance Graph Data
Device Current
Device Current Max
Voltage Iﬂl
Temperature
Humidity
Outlet_1 Power Remove
Qutlet_2 Power -
Graph Node
Display All Nodes in Detail
| Draw | Reset | Launch Graph in New Window |
Item Definition
Select the role of PDU (HOST or GUEST#) if PDUs are daisy
HOST/GUEST#

chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.

Graph Period

The time period is used to create a retroactive graph of the
status records. A large time period will require more time to
render the graph.

Graph Data

The data used to create a graph of the status records. Up to
five data points can be selected. A large number of data
selected will require more time to render the graph.

Graph Node

Select the Display All Nodes in Detail option to display the
selected data points along the graph. When the cursor is
moved to an individual data point, information about that
point will be shown.

If this option is not selected, the graph will show only the
line (without the points), so less time is needed to render.

Draw

A graph of the status records will be created.

Reset

Reset the Graph Period to default (1 day).

Launch Graph in New
Window

A detailed view of the graph opens in a new browser
window.

Intelligent PDU Web Interface
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2. Advanced Power Management

Log Tab > Energy Records

PDU Remote Administrator login from 192.168 25.28 & [Logout]
Management summary | Pou | Envir || system | Help

2017/07/25 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00

2017/07/24 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/07/23 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/07/22 00:00:00 00 0.00 0.000 0.0 0.00 0.000 0.0
2017/07/21 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/07/20 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/07/19 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/07/12 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/07/01 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00
2017/06/30 00:00:00 00 0.00 0.000 0.0 0.00 0.000 00

Item Definition

Select the role of PDU (HOST or GUEST#) if PDUs are daisy
chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.
Energy consumed by connected device(s) during a specific
Interval Energy (kWh) | time interval, measured in kWh. This interval can be set in
Log Tab > Maintenance.

HOST/GUEST#

Cost of the energy consumed by the connected device(s)
. during a specific time interval, equal to Electricity Rate
Interval Cost (units) . _ -
multiplied by /nterval Energy. The interval and electricity rate
can be set in Log Tab > Maintenance.

Equivalent CO2 emission of the connected device(s) during
a specific time interval, equal to CO2 Emissions multiplied by
Interval Energy. The interval and CO2 emissions can be set in
Log Tab > Maintenance.

Accumulated /nterval Energy since the last reset. The reset
can be set in Log Tab > Maintenance.

Accumulated /nterval Cost since the last reset. The reset can
be set in Log Tab > Maintenance.

Interval CO2 (kg)

Energy (kWh)

Cost (units)

Accumulated /nterval COZ2 since the last reset. The reset can

CO2 (k
(k) be set in Log Tab > Maintenance.

Accumulated /nterval Energy of a specific outlet since the
last reset. The reset can be set in Log Tab > Maintenance.
*For Switched Metered by Outlet Series only.

Outlet # (kWh)*

Intelligent PDU Web Interface 16



2. Advanced Power Management

Log Tab > Maintenance

Pn“ nemnte Administrator login from 192.168.25.28 g, [Logout]
Hanagemenl Summary | PDU | Envir |[ESM| System | Help
Maintenance
Event Logs Event Logs
Status Records
Clear All Logs * No
Energy Records
Graphing Yes, right now.
Syslog The Number of Events 1117
Maintenance Save Event Logs Save
Status Records
Recording Interval 1 hour v
Clear All Records ® No
Yes, V’ighl now.
Remaining Time S6day 11hour /
Save Status Records Host v | Save
Energy Records
Recording Interval one day v
Clear All Records ® No
Yes, right now.
Electricity Rate 3.00 units / kKwh [0.00-600]
CO2 Emissions 0.60 kg / kwh [0.00-600]
Save Energy Records Host v || Save
Apply Reset

Item

Definition

Event Logs

Clear All Logs

Clear the existing event logs.

The Number of
Events

The number of the existing event logs and the maximum
number of the event logs that can be recorded. Once the
maximum number is reached, new events overwrite oldest
events in memory.

Save Event Logs

Save the existing event logs as a text file.

Status Records

Recording Interval

The frequency to record the status data.

A smaller interval will provide more recordings, but the
recordings are overwritten in a shorter period of time. A
larger interval will provide fewer recordings, but the
recordings are overwritten in a longer period of time.

Clear All Records

Clear the existing status records.

Intelligent PDU Web Interface
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2. Advanced Power Management

Item Definition

The time that records have been kept. A smaller recording
interval leads to less remaining time while a larger
Remaining Time recording interval leads to more remaining time. Once the
maximum number is reached, new status records overwrite
oldest status records in memory.

Save Status Records | Save the status records as a text file.
Energy Records

Recording Interval The frequency to record the energy data.

Clear All Records Clear the existing energy records.

The cost (units) of energy per unit of energy consumed
(kWh). Unit is a monetary value.

The equivalent CO2 emission (kg) per unit of energy
consumed (kWh).

Save Energy Records | Save the existing energy records as a text file.

Electricity Rate

CO2 Emissions
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2.3 Event Logging

Users can view all the events, including log in/out records and configuration changes.
The timestamp is recorded in a 24-hour format. See Log Tab > Syslog and Log Tab >
Event Logs. For event logs, Users can clear the existing event logs in Log Tab >
Maintenance

Log Tab > Syslog

Pnll nemnte Administrator login from 192 168.25.28 g [Logouf]
Management Summary | PDU | Envir |[@IGGE| System | Help

Syslog

Event Logs

Syslog Enabled
Status Records Facility Code User v
Energy Records

Graphing

Apply Reset

Maintenance

IP Address Port Send test
Add Server
Item Definition
Syslog Check this box to enable Syslog function.
Facility Code Classify syslog message

Click Add Server to enter Syslog Server Page.
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2. Advanced Power Management

Syslog Server Page

Pnll nemole Administrator login from 192.168.25.28 ¢, [Logout]
Management Summary | PDU | Envir || System | Help
Syslog Server
Event Logs Server IP 192 168 26.76
Status Records Server Port 514
Energy Records
Graphing | Apply | Reset |
Maintenance
Item Definition
Server IP The IP address of Syslog server.
Server Port The port number that Syslog server uses to communicate.

Logs Tab > Event Logs

Pnll nemole Administrator login from 192 168 25 28 g [Logouf]
Management ‘ Summary | PDU | Envir || System | Help

Event Logs
Event Logs Time Events
Status Records 2017/07/25 16:12:48 Admin user login from 192.168.25.28.
Energy Records 2017/07/25 14:49:49 Admin user logout from 192.168.25.26.
Graphing 2017/07/25 14:37:51 Admin user login from 192.168.25.28.
Syslog 2017/07/25 14:31 57 Admin user logout from 192.168.25.28.
Maintenance 2017/07/25 14:21:53 Admin user login from 192 168 2528
2017/07/25 14:14:13 Admin user logout from 192.168.25.28.
2017/07/25 13:53:25 Admin user login from 192.168.25.28.
2017/07/25 13:53:14 Login authorization failure via HTTP from 192.168.25 28
2017/07/25 13:30:36 Admin user logout from 192.168.25.28.
2017/07/25 13:20:33 Admin user login from 192.168.25.28.
2017/07/25 11:12:15 Admin user logout from 192 168 25 28.
2017/07/25 10:59:48 Admin user login from 192 168 25 28.
2017/07/24 22:03:10 Admin user logout from 192.168.25.28.
2017/07/24 21:44:02 Admin user login from 192.168.25.28.
2017/07/24 21:29:47 Admin user logout from 192 168 25 28.
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2.4 Power Protection

2. Advanced Power Management

The configurable load threshold can be set to prevent an overload condition. Coldstart
and system configurations are also offered for different user needs. See PDU Tab >

Device Manager.

PDU Tab > Manager > Device

Pnll nemnte Administrator login from 192.168.25.28 g, [Logout]
Management Summary | m | Envir | Log | System | Help
Device Manager
Status Load Configuration
Manager
Overload Threshold 12 A
Device
Outlet Near Overload Threshold 9 A
Outlet Action Low Load Threshold 0 A
Daisy Chain Outlet Restriction None v
Wake on Lan
EHGTQVWiSE Power Restore
PowerPanel® List Peak Load Reset ( last reset at 2017/06/26 16:30:43 )
Energy Reset ( from 2017/06/26 16:30:43 )
ColdStart Configuration
ColdStart State Previous State
& All On
ColdStart Delay ® Instant
Wait Sec(s)
Never
System Configuration
Idle Time 10 Minutes ¥
Apply Reset
Item Definition
Select the role of PDU (HOST or GUEST#) if PDUs are daisy
HOST/GUEST#

chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.

Load Configuration

Overload Threshold

Set the value for the total current on the PDU that will
signal an overload warning. Must be higher than Near
Overload Threshold and equal to or lower than the PDU
Rating in the Summary Tab.

Near Overload
Threshold

Set the value for the total current on the PDU that will
signal a near overload warning. Must be between Overload
Threshold and Low Load Threshold.

Intelligent PDU Web Interface

21



2. Advanced Power Management

Item Definition

Set the value for the total current on the PDU that will

Low Load Threshold |signal a low load warning. Must be lower than Near
Overload Threshold.

When load current exceeds the corresponding threshold,
no outlets will be allowed to turn on.

*None: Users can turn on an outlet even if the device is in
Near Overload or Overload state.

*On Near Overload: Users cannot turn on an outlet when
the device is in Near Overload or Overload state.

*On Overload: Users cannot turn on an outlet when the
device is in Overload state.

Outlet Restriction**

Power Restore

Peak Load Reset the peak load to zero.

Energy Reset the energy to zero.

ColdStart Configuration

*Previous State: Outlets will return to the same state (on or
off) they were in prior to the PDU turning off. The
ColdStart Delay setting will apply when the PDU resumes
power.

ColdStart State

*All On: All outlets will turn on when power is restored to
the PDU.

*Instant: Outlets will be turned on immediately when power
is restored to the PDU.

*Wait: Outlets will be turned on according to this setting
when power is restored to the PDU.

*Never: Outlets will not be turned on when power is
restored to the PDU.

ColdStart Delay

System Configuration

The PDU LCD screen will turn off automatically after it
remains idle for the selected period of time.
**For some models, the Outlet Restriction only shows in the Bank Manager Page.

Idle Time
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2. Advanced Power Management

2.5 Event Action Notification

Users decide the event actions for which they receive notifications. When a certain
event happens, an automatic notification will be sent to users so that they can make
timely decisions to prevent potential problems. See System Tab > Notification.

System Tab > Notification > Event Action

528 4 [Logout]
Pn“ nemnte Administrator login from 192 168.25.28 & C
Management EEIEIEEY - B yberPower

Event Action

General
Security Device Events System Events
Network Service
PDU Status Outlet Control Security
Notification Power Status Outlet Status System Information
Eventaction Configuration Daisy chain PowerPanel
SMTP Server
Communication Environment Sensor

E-mail Recipients

Trap Receivers

SMS Service

Device current draw has crossed the low load threshold

SMS Recipients
Reset/Reboot
About

The low load condition on a PDU has been cleared

Device current draw has cross the near overload threshold

The near overload condition on a PDU has been cleared

Device current draw has crossed the overload condition

The overload condition on a PDU has been cleared

Click the Event field to enter the Event Action Page.
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2. Advanced Power Management

Event Action Page

Pnl' nemnle Administrator login from 192.165.25.28 ¢ [Logout]
Management Summary | PDU | Envir | Log \| Help
Event Action
General Event Name Device current draw has crossed the low load threshold
Security Logs Event +| Enabled
Network Service
Send E-mail +! Enabled
Notification
Post Trap +| Enabled
Event Action
L4
SMTP Server Syslog Enabled
Send SMS Enabled

E-mail Recipients

Trap Receivers
SMS Service

SMS Recipients Apply Reset
Reset/Reboot
About

The Event Action Page enables users to modify the notification method.

Item Definition
Logs Event Record the device event in the Event Logs.
) Send an email to a specific user.

Send E-mail _ _

An available SMTP server is necessary.
Post Trap Send a SNMP trap to a specific IP address.
Syslog Record the device event in Syslog server.

Send a short message to a specific mobile phone number.
Send SMS

An available Short Message Service (SMS) provider is needed.
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2.5.1 Event Action Recipient Settings

The following provides e-mail receiver configurations.
2.5.1.1 E-mail Notification
Set the proper SMTP server settings so that users can receive an email when a

specific event occurs. See System Tab > Notification > SMTP Server.

System Tab > Notification > SMTP Server

Pnll ne 0le Administrator login from 192.168.25.28 ¢, [Logout]
Manaue ent summary | PDU | Envir | Log | (L))l Help
SMTP Server
General Service Provider General v
Security SMTP server address 0000
Network Service Sender E-mail address
Notification Sender name
BRI Authentication Required
SMTP Server Account
E-mail Recipients Password
Tieefp Ve Secure connection ® None
SMS Servics
ervice TS
SMS Recipients
SSL
Reset/Reboot Service port 25 [default: 25]

About

Apply Reset

Item Definition

The service provider of e-mail account. There are two

Service Provider . ]
options: Other and Gmail.

Select other as service provider. Complete all field settings

Other

and click Apply to save.

Select Gmail as the service provider. Click Authorize for an
Gmail authorization to send a mail notification. Then complete

the sender name and click Apply to save the settings.

The IP or host Name of SMTP server used to notify users by

SMTP server address )
e-mail.

Sender E-mail Address | The From field shown in the e-mail message.

Sender Name The name of the sender.

Select this option if the SMTP server requires

Authentication ] )
Authentication.
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2. Advanced Power Management

Item Definition
Account Account used for Authentication.
Password Password used for Authentication.
Enable/Disable TLS or SSL to encrypt the SMTP

Secure connection .
connection.

The port number that the PDU uses to communicate with
SMTP server.

Service Port

Users can set up to five e-mail recipients in designated email address format.
See System > Notification >E-mail Recipients.

System > Notification > E-mail Recipients

Pnll nemote Administrator login from 192 168.25 28 g [Logouf]
Management ‘ Summary | PDU | Envir | Log |\ Help

E-mail Recipients

General E-mail

Status Send test Result I
secu"tv lledimosby@cyberpower com l Enabled TEST
q —
Network Service
_ _ New Recipient
Notification
Event Action
SMTP Server
E-mail Recipients
Trap Receivers
SMS Service
SMS Recipients
Reset/Reboot
About
Item Definition

Click the e-mail address of the recipient to enter the Configure
E-mail Recipient Page. Users can modify the e-mail address,

E-mail
change its status, check test result, and delete an existing
recipient.

TEST Click this button to check if the SMTP setting and the email

recipients are set correctly.

Click this button to enter the Add New E-mail Recipient Page.
Users can add a new recipient.

New Recipient
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2. Advanced Power Management

Configure E-mail Recipient Page

Pn“ nemnte Administrator login from 192 168 25 28 4, [Logout]
Managemenl Summary | PDU | Envir | Log \\ Help

Configure E-mail Recipient

General
Security
Network Service

Activate #| Enabled

E-mail ted_mosby@cyberpower.com

Notification

| Apply | Reset | | Delete |

Event Action

SMTP Server
E-mail Recipients
Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About

Add New E-mail Recipient Page

Pnll nemnte Administrator login from 192.168.25.28 4 [Logout]
Managemenl Summary | PDU | Envir | Log || Help

Add New E-mail Recipient

General
Security
Network Service

Activate # Enabled

E-mail

Notification
Apply Reset

Event Action

SMTP Server

E-mail Recipients

Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About
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2. Advanced Power Management

2.5.1.2 SNMP Trap Notification

Set up to 10 SNMP trap receivers to be notified when an event occurs. See System
> Notification > Trap Receivers.

System > Notification > Trap Receivers

Pnll nem“le Administrator login from 192 168 25 28 g [Logout]
Management | Summary | POU | Envir | Log |([EEEEY| Help CyberPower

Trap Receivers

General

Security
Network Service
Notification

Community/
Name Status Type IP Address tiear Maiie Send test

Enabled SNMPv1 0000 public TEST

New Receiver

Event Action
SMTP Server
E-mail Recipients
Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About

Item Definition

Click on the trap name to enter the Configure Trap Receiver
Page. Users can modify or delete an existing receiver.

TEST Click this button to check if the trap can be sent.

Click this button to enter the Add New Trap Receiver Page.
Users can add a new recipient.

Name

New Receiver
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Configure Trap Receiver Page

Pnll nemnte Administrator login from 192 168.25.28 g [Logout]
Management Summary | PDU | Envir | Log || Help

Configure Trap Receiver

o5 Active #| Enabled
Security
Network Service Name Trap Name
Notification IP Address 0.0.0.0
Event Action
SMTP Server ® SNMPv1
E-mail Recipients Community public
Trap Receivers
SMS Service SNMPv3
SMS Recipients User Name cyber snmpv3 user1 ¥
Reset/Reboot
About | Apply | | Reset | | Delete

Add New Trap Receiver Page

Pnll nemnte Administrator login from 192 168 25 28 g, [Logout]
Management summary | Pou - Envi | Log (Y

Help

Add New Trap Receiver

General Active #! Enabled
Security
Network Service Name Trap Name
Notification IP Address 0.0.0.0
Event Action
SMTP Server ® SNMPv1
E-mail Recipients Community public
Trap Receivers
SMS Service SNMPv3
SMS Recipients User Name cyber snmpv3 user1 ¥

Reset/Reboot
About Apply Reset
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2. Advanced Power Management

Item Definition

Name The name of trap receiver.

IP Address The IP address of the trap receiver.

If choosing the SNMPV1 option as the trap type for a trap
SNMPvV1 receiver, select the corresponding community. See System Tab
> Network Service > SNMPv1 Service.

If choosing the SNMPvV3 option as the trap type for a trap
SNMPv3 receiver, select the corresponding user name. See System Tab
> Network Service > SNMPv3 Service.
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2.5.1.3 SMS Notification

Short Message Service (SMS) is used by mobile communication systems to send a
short message to a specific mobile phone number. Standardized communication
protocols allow the exchange of short text messages between mobile devices.
The system provides four methods for users to choose how they want to send a
message. See System > Notification > SMS Service.

System > Notification > SMS Service

Pnll nemnle Administrator login from 192.168.25.28 g [Logout]
Management ‘ Summary | POU | Envir | Log |([ENSE)! Help

SMS Service

General Service Provider: Clickatell v

Security

User Name tedmosby
Network Service

Passward himym
Notification HTTP APIID o143
Event Action
SMTP Server
E-mail Recipients | Apply || Reset |

Trap Receivers

SMS Service

SMS Recipients
Reset/Reboot
About

Clickatell method:
Clickatell is one of the supported SMS service providers. Go to the Clickatell
website to sign up and get an API ID.

Item Definition
User name The account username created on Clickatell website.
User password The user password created on Clickatell website.
HTTP API ID The API ID acquired on Clickatell website.
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2. Advanced Power Management

System > Notification > SMS Service

Pnll nemﬂte Administrator login from 192.168.25.28 ¢ [Logout]
Mallagemelll ‘ Summary | PDU | Envir | Log || Help

SMS Service

General Service Provider: Using HTTP G ¥

Securlty URL: http://api.clickatell.com/http/sendmsg?
Network Service user=tedmosby&password=himym&api 1d=20814331&to=
_ _ E_PHONE_MNUMBER&text=E_PHOME_MESSAGE
Notification
Event Action
SMTP Server Apply | | Reset

E-mail Recipients

Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About

Using HTTP GET:

Use the example where Clickatell is the SMS provider.

The basic form of URL using the HTTP GET method is:
http://api.clickatell.com/http/sendmsg?user=tedmosby&password=himym&api_id
=2014331&to=E_PHONE_NUMBER&text=E_ PHONE_MESSAGE

Query String in the URL Definition

Replace “tedmosby” with the user name created at the
user=tedmosby ) .
Clickatell website.

) Replace “himym” with the password created at the
password=himym i )
Clickatell website.

Replace “2014331” with the API ID acquired at the

Clickatell website.

api_id=2014331

Do not replace this information. It refers to the receiver
to=E_PHONE_NUMBER | phone number entered in System Tab > Notification >
SMS Recipients.

Do not replace this information. It refers to the event action

text=E _MESSAGE sent by the SMS service provider. For configurations, see

System Tab > Notification > Event Action.
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2. Advanced Power Management

System > Notification > SMS Service

Pn“ nemnte Administrator login from 192.168.25.28 & [Logout]
Management ‘ Summary | PDU | Envir | Log \| Help

SMS Service

General Service Provider: Using HTTP F v

Securi
ty URL: http://api.clickatell.com/http/sendmsg
Network Service /
= 3 Content: user=tedmosby&password=himym&api id=2014331&to=
Notification E_PHOME_MUMBER&text=E_ MESSAGE
Event Action
SMTP Server 2

E-mail Recipients Anpl Reset
pply ese

Trap Receivers

SMS Service

SMS Recipients
Reset/Reboot
About

Using HTTP POST:

Use the example where Clickatell is the SMS provider.

The basic form of URL is: http://api.clickatell.com/http/sendmsg

The basic form of body is:
user=tedmosby&password=himym&api_id=2014331&to=E_ PHONE_NUMBER&text
=E_ MESSAGE

Query String in Body Definition

Replace “tedmosby” with the user name created at the
user=tedmosby ) .
Clickatell website.

) Replace “himym” with the password created at the
password=himym . )
Clickatell website.

Replace “2014331” with the API ID acquired at the Clickatell

website.

api_id=2014331

Do not replace this information. It refers to the receiver
to=E_PHONE_NUMBER | phone number entered in System Tab > Notification > SMS
Recipients.

Do not replace this information. It refers to the event action
text=E_ MESSAGE sent by SMS service provider. For configurations, see
System Tab > Notification > Event Action.
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System > Notification > SMS Service

Pnll nemnte Administrator login from 192 168 25 28 i [Logout]
Management ‘ Summary | PDU | Envir | Log \\ Help

SMS Service
General ! L - -
Service Provider:

Security
Address ted_mosby@cyberpower.com
Network Service
. . Subject: PDU Event
Notification
Content: E_ MESSAGE and E_PHONE_MNUMBER

Event Action

SMTP Server

E-mail Recipients

Trap Receivers Apply Reset
SMS Service

SMS Recipients
Reset/Reboot
About

Using Mail:
Users set the SMTP server in System Tab > Notification > SMTP Server first,
and then enter the following information.

Item Definition
Address Enter the e-mail of the recipient.
) The Subject field shown in the e-mail message, entered by

Subject
user.

Content
Do not replace this information. It refers to the event action

E_ MESSAGE sent by SMS service provider. For configurations, see

System Tab > Notification > Event Action.

Do not replace this information. It refers to the receiver
E_PHONE_NUMBER | phone number entered in System Tab > Notification > SMS

Recipients.
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2. Advanced Power Management

Users can set up to 10 mobile phone numbers as SMS recipients who will receive a
short message notification when a specific event occurs. See System Tab >
Notification > SMS Recipients.

System Tab > Notification > SMS Recipients

I'nll nemnle Administrator login from 192.168.25.28 g [Logout]
“anagement ' Summary | PDU | Envir | Log \'\ Help Cyberpower

SMS Recipients

General Status Recipient Name Mobile Number Send test

Security Enabled Ted 0910000111 TEST |

Network Service
New Recipient

Notification

Event Action
SMTP Server
E-mail Recipients
Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About

Item Definition
Recipient Name Click the name of the recipient to open the Configure SMS
Receiver Page. Users can modify or delete an existing receiver.
Click this button to check whether the test message is
correctly sent.
Click this button to open the Add New SMS Receiver Page.
Users can add a new recipient.

TEST

New Recipient
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Configure SMS Receiver Page

Pnll nemnte Administrator login from 192.168.25.28 g, [Logout]
Malla!lemenl Summary | PDU | Envir | Log \\ Help

Configure SMS Recipient

General Active #| Enabled
Security .
: Recipient Name Ted
Network Service
Mobile Number 0810000111

Notification

Event Action
| Apply | 1 Reset | Delete |

SMTP Server
E-mail Recipients
Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About

Add New SMS Receiver Page

Pnll nemnte Administrator login from 192 168 25 28 g [Logout]
Mallagemelll Summary | PDU | Envir | Log \\ Help

Add New SMS Recipient
General
Security
Network Service
Notification

Active #| Enabled
Recipient Name

Mobile Number

Event Action

SMTP Server I—/Apply |—/Reset

E-mail Recipients

Trap Receivers
SMS Service

SMS Recipients
Reset/Reboot
About
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3. Outlet Management

The following provides the outlet configurations to meet different application scenarios.

3.1 Remote Outlet On/Off/Reboot
Users can turn on, turn off, or reboot individual outlet. See PDU Tab > Outlet Action >
Control. (For Switched Metered by Outlet Series and Switched Series only.)

PDU Tab > Outlet Action > Control

Pnll nemote Administrator login from 192.168.25.28 @ [Logout]
Management Summary |m\ Envir | Log | System | Help
Control
e Control Action Turn On v
Manager
- Dela Yes
Outlet Action Y
Control Outlet Selection All
Daisy Chain ON 1 Outlet1
Wake on Lan ON 2 Outlet2
EnergyWise ON 3 Outlst3
PowerPanel® List ON 4 Outletd
ON 5 Outlet5
ON 6 Outleté
ON 7 Outlet?
ON 8 Outlets
Next » Reset
Item Definition

Select the role of PDU (HOST or GUEST#) if PDUs are daisy

HOST/GUEST# i
chained. Up to 3 GUEST PDUs can connect to 1 HOST PDU.

Control Action

Turn On Selected outlets will be immediately turned on.

Selected outlets will be turned on according to each
outlet’s Power On Delay in PDU Tab > Manager > Outlet.

Turn Off Selected outlets will be immediately turned off.

Turn On + Delay

Selected outlets will be turned off according to each
outlet’s Power Off Delay in PDU Tab > Manager > Outlet.
Turn Off + Delay This action could signal a computer to shut down, if

PowerPanel® Business Edition Client software is installed on
it.
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3. Outlet Management

Item Definition

Selected outlets will be immediately turned off and then be
Reboot turned on again according to each outlet’s Reboot Duration
in PDU Tab > Manager > Outlet.

Selected outlets will be turned off according to each
outlet's Power Off Delay. They will be synchronized with
the longest Power Off Delay and the longest Reboot
Duration of the selected outlets. Then they will be turned
on according to each outlet's Power On Delay in PDU Tab >
Manager > Outlet.

Any pending commands of the selected outlet(s) will be
cancelled. Any outlet in a pending command state will be
notated with an asterisk (*).

Reboot + Delay

Cancel Pending
Command

Outlet Selection Outlets selected for action.
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3. Outlet Management

3.2 Scheduled Outlet On/Off/Reboot

Outlet(s) can be set to automatically turn on, turn off, or reboot at scheduled times.
See PDU Tab > Outlet Action > Schedule. (For Switched Metered by Outlet Series and
Switched Series only.)

PDU Tab > Outlet Action > Schedule

Administrator login from 192 168.25 28 ‘@ [Logout]
PDU Remote “
Management ‘ Summary \m\ Envir | Log | System | Help

Status Scheduled Action
Manager
Outlet Action

Control

Status Name Action Action Time Frequency Qutlet

Add New Action Schedule
Schedule

Daisy Chain Frequency ® Once
Wake on Lan Daily

EnergyWise Weekly

PowerPanel® List

Next »

Select the role of PDU (HOST or GUEST#) first if PDUs are daisy chained. Up to 3
GUEST PDUs can connect to 1HOST PDU. Select the Once, Daily or Weekly option,
and then click the Next button to enter the Add New Action Schedule Page.

Item Definition
Frequency
Once Scheduled action takes place once at the configured date and
time.
Daily Scheduled action takes place daily at the configured time.
Scheduled action takes place once a week for the configured day
Weekly and time.

Intelligent PDU Web Interface 39



3. Outlet Management

Add New Action Schedule Page

Up to 10 scheduled settings are allowed.

Item Definition
Enable Check this box to activate the scheduled action function.
Name The name entered by the user to identify the specific scheduled
event.
The action will be performed when the scheduled event takes
place.

For reboot action, selected outlets will be immediately turned off
and then be turned on again according to outlet’s Reboot
Duration in PDU Tab > Manager > Outlet. The duration is within 5
to 60 seconds.

Control Action

Click this box to activate outlet delay function. For

Delay I
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