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1 Introduction

PowerPanel Business Management software simultaneously monitors and controls multiple
UPS/PDU/ATS units and computers which have Local or Remote (modules from PowerPanel
Business) installed via the local network. It also logs events and results about commands for

power management.
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PowerPanel Business structure
PowerPanel Business Management provides users the following functions:

. Simultaneous monitoring of multiple UPS/PDU/ATS units, equipment and computers which
have Local or Remote installed.

Control access to all monitored UPS, PDU, computers and equipment.

Detailed load management between UPS/PDU/ATS and all powered computers/equipment.
Equipment groups for easy monitoring or individual access.

Viewing additional information and status of monitored UPS, PDU, computers and
equipment.

Historical logs for events and results about demands to power management.



2 Getting Started

2.1 Prerequisites

2.1.1 Hardware Limitation

Minimum Core 2 - Compatible CPU.

1 gigabytes (GB) of RAM recommended minimum; more memory generally improves
responsiveness.

Minimum of 1 GB of free space of hard disk.

Serial port or USB port. (Required by the Local)

Network interface.

2.1.2 Operating System

PowerPanel Business software can be installed and is supported on the following operating

systems:

32-Bit Versions:

A Windows Server 2025
A Windows 1

A CentOS Stream 10

A CentOS Stream 9

A Debian 13

A Ubuntu 24.04 LTS

64-Bit Versions:

A macOS 26
A macOS 15
A CentOS Stream 10
A CentOS Stream 9
A Debian 13

A Ubuntu 24.04 LTS

A Red Hat Enterprise 10

A VMware ESXi 8.0 U2 (ESXi Free Edition is not supported)
A VMware vCenter 8.0

Note: Because of the abundance of different Linux builds, not all builds are tested with

PowerPanel Business but most builds will be able to run the program.

2.1.3 Web Browser



PowerPanel Business software is accessed using a web browser and is compatible with the
following browsers:

Microsoft Edge

Firefox

Google Chrome

Safari

2.2 Installation

2.2.1 Installation on Windows

After you have downloaded PowerPanel Business from CyberPower Systems’ website

(www.cvberpower.com) follow the setup installation wizard as described below:

Click the Next button to start an installation.

B

@ Setup - CyberPower PowerPanel Business 4.8.0 - O X
Welcome to the CyberPower PowerPanel Business Setup Wizard

This will install CyberPower PowerPanel Business on your computer. The wizard will lead
you step by step through the installation.

Click Next to continue, or Cance! to exit Setup.

Accept the license agreement.

B


http://www.cyberpower.com/

@ Setup - CyberPower PowerPanel Business 4.8.0 - O

X
Liccnse Agrecment
Please read the following important information before continuing. ]
——

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

ELECTRONIC END USER LICENSE AGREEMENT FOR CYBERPOWER POWERPANEL ~

NOTICE TO USER:

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ( “LICENSE" ) CAREFULLY
BEFORE USING THE CYBERPOWER SOFTWARE. BY USING THE CYBERPOWER

SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS LICENSE. [F
YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO NOT INSTALL AND/OR USE
THE CYBERPOWER SOFTWARE AND, IF PRESENTED WITH THE OPTION TO  “AGREE"

OR “DISAGREE" TO THE TERMS, CLICK “DISAGREE" . IF YOU ACQUIRED THE
CYBERPOWER SOFTWARE AS PART OF AN CYBERPOWER HARDWARE PURCHASE

AND IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, YOU MAY RETURN

THE ENTIRE CYBERPOWER HARDWARE/SOFTWARE PACKAGE WITHIN THERETURN ¥

@) [ accept the agreement

(O1 do not accept the agreement

< Back Next > Cancel

., Select the destination directory.

@ Setup - CyberPower Po 3.0 - O

X
Select Destination Directory
Where should CyberPower PowerPanel Business be installed?

Select the folder where you would like CyberPower PowerPanel Business to be installed, then click Next.

C:\Program Files (x86)\CyberPower PowerPanel Business Browse ...
Required disk space: 111 MB
Free disk space: 47 GB

< Back Next > Cancel




Choose the component. PowerPanel Business Management only contains one module. In this
step, only Management can be selected.

@ Setup - CyberPower PowerPanel Business 4.8.0 - O
Select Components

X
Which components should be installed? -EI

Select the components you want to install; clear the components you do not want to install. Click Next
when you are ready to continue.

o Management

< Back Next > Cancel

Wait for PowerPanel Business Management to be installed.

@ Setup - CyberPower PowerPanel Business 4.8.0 - O

Installing

X
Please wait while Setup installs CyberPower PowerPanel Business on your computer. -El

Extracting files ...
LOCAL h Pt .

w2k_lsa_auth.dll
000y /

You can monitor power devices anywhere, anytime.

Cancel




Click the Finish button to complete the installation.

@ Setup - CyberPower PowerPanel Business 4.8.0 — O X
Completing the CyberPower PowerPanel Business Setup Wizard

Setup has finished installing CyberPower PowerPanel Business on your computer.
The application may be launched by selecting the installed icons.

Click Finish to exit Setup.

PowerPanel Cloud Connecting Steps

LOCAL
pm— Connect

=—]~

1. Go to POWERPANEL CLOUD section in PowerPanel
Business Local
2. Connect UPS to PowerPanel Cloud

2.2.2 Installation on macOS

After you have downloaded PowerPanel Business from CyberPower Systems’ website

(www.cvberpower.com) follow the setup installation wizard as described below:

Click the Next button to start an installation.

B

Setup - CyberPower PowerPanel Business 4.8.0

Welcome to the CyberPower PowerPanel Business Setup Wizard

This will install CyberPower PowerPanel Business on your computer. The wizard will lead
you step by step through the installation.

Click Next to continue, or Cancel to exit Setup.

Next > Cancel



http://www.cyberpower.com/

Accept the license agreement.

@ [ ] Setup - CyberPower PowerPanel Business 4.8.0

License Agreement il
Please read the following important information before continuing.
———

Please read the following License Agreement. You must accept the terms of this agreement before continuing with
the installation.

ELECTRONIC END USER LICENSE AGREEMENT FOR CYBERPOWER POWERPANEL

NOTICE TO USER:

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT (“LICENSE") CAREFULLY BEFORE USING THE CYBERPOWER
SOFTWARE. BY USING THE CYBERPOWER SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
LICENSE. IF YOU DO NOT ACREE TO THE TERMS OF THIS LICENSE, DO NOT INSTALL AND/OR USE THE
CYBERPOWER SOFTWARE AND, IF PRESENTED WITH THE OPTION TO "AGREE" OR "DISAGREE" TO THE TERMS,
CLICK "DISAGREE". IF YOU ACQUIRED THE CYBERPOWER SOFTWARE AS PART OF AN CYBERPOWER HARDWARE
PURCHASE AND IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, YOU MAY RETURN THE ENTIRE
CYBERPOWER HARDWARE/SOFTWARE PACKAGE WITHIN THE RETURN PERIOD TO THE STORE OR DISTRIBUTOR
WHERE YOU OBTAINED IT FOR A REFUND, SUBJECT TO ANY APPLICABLE RETURN POLICY. YOU MUST RETURN
THE ENTIRE HARDWARE/ SOFTWARE PACKAGE IN ORDER TO OBTAIN A REFUND.

THIS IS A CONTRACT. BY INSTALLING THIS SOFTWARE YOU ACCEPT ALL THE TERMS AND CONDITIONS OF THIS
AGREEMENT. The End User License Agreement and copyright of CyberPower PowerPanel® product and related
explanatory materials ("Software") are owned by Cyber Power Systems (USA), Inc. and its affiliates
("CyberPower"). The term "Software" also shall include any upgrades, modified versions or updates of the
Software licensed to vou bv Cvber Power Svstems (USA). Inc. and its affiliates. Please read this Aareement

© | accept the agreement

| do not accept the agreement

< Back Next > Cancel
., Select the destination directory.
[ ] [ ] Setup - CyberPower PowerPanel Business 4.8.0
Select Destination Directory a
Where should CyberPower PowerPanel Business be installed?
e —

Select the folder where you would like CyberPower PowerPanel Business to be installed, then click Next.
/Applications /CyberPower PowerPanel Business Browse ...

Required disk space: 370 MB
Free disk space: 81 GB

< Back Next > Cancel




Choose the component. PowerPanel Business Management only contains one module. In this

step, only Management can be selected.

[ ] [ ] Setup - CyberPower PowerPanel Business 4.8.0
Select Components |
Which components should be installed?
e —

Select the components you want to install; clear the components you do not want to install. Click Next when you
are ready to continue.

+ Management

< Back Next > Cancel

Wait for PowerPanel Business Management to be installed.

® @ Setup - CyberPower PowerPanel Business 4.8.0

Installing
Please wait while Setup installs CyberPower PowerPanel Business on your computer.
P—

Extracting files ...
fonts /bkai0Omp.ttf

ﬁ POWERPANEL [
LOCAL CLOUD

See

You can monitor power devices anywhere, anytime.
https://powerpanel.cyberpower.com/login

Cancel

Click the Finish button to complete the installation.



Setup - CyberPower PowerPanel Business 4.8.0

Completing the CyberPower PowerPanel Business Setup Wizard

Setup has finished installing CyberPower PowerPanel Business on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.
PowerPanel Cloud Connecting Steps

LOCAL
[——— Connect

=]

1. Go to POWERPANEL CLOUD section in PowerPanel Business
Local
2. Connect UPS to PowerPanel Cloud

Finish

2.2.3 Installation on Linux

After you have downloaded Business from CyberPower Systems’ website

(www.cvberpower.com) follow the setup installation wizard as described below. The installer is

used to install the software and requires root permission. The installation wizard will guide users
in completing the installation. Initiate the wizard by running the ./ppb-linux-x86.sh command or
double clicking ppb-linux-x86.sh on 32-bit systems or by running the ./ppb-linux-x86_64.sh

command or double clicking ppb-linux-x86_64.sh on 64-bit systems.

To install, follow below steps:

Click the Next button to start an installation.


http://www.cyberpower.com/

B

5

Setup - CyberPower PowerPanel Business 4.0.0

Welcome to the CyberPower

PowerPanel Business Setup Wizard

This will install CyberPower PowerPanel

lead you step by step through the
installation.

Click Next to continue, or Cancel to exit
Setup.

Business on your computer. The wizard will

Mext = Cancel

Accept the license agreement.

@

Setup - CyberPower PowerPanel Business 4.0.0

License Agreement
Please read the following important information before

continuing.

Please read the following License Agreement. You must accept
the terms of this agreement before continuing with the
installation.

CyberPower Software License Agreement

PLEASE READ THIS LICEMSE AGREEMENT ("LICEMSE") CAREFULLY
BEFORE USING THIS SOFTWARE, BY DOWMNLOADIMNG, INSTALLING, OR
USIMG THIS SOFTWARE, ¥OU ACCEPT ALL TERMS AND COMDITIOND OF
THIE LICEMSE AGREEMENMT. IF ¥0U DO NOT AGREE TO THE TERMS OF
THIS LICEMSE, ¥0OU MUST DELETE QR DISABLE AMY COFY M YOLUR
POSSESSION OR COMTROL,

1. General.

= Thm tevern "Cmfruemem " il ime i mles s v H s e e S i A

ME

® | accept the agreement

)1 do not accept the agreement

= Back Mext = Cancel

Choose the destination directory.




Setup - CyberPower PowerPanel Business 4.0.0

Select Destination Directory
Where should CyberPower PowerPanel Business be

installed? .

Select the folder where you would like CyberPower PowerPanel
Business to be installed, then click MNext.

\usrilocal/PPE] || Browse ...
Required disk space: 441 MB
Free disk space: 6,946 MB

= Back Mext = Cancel

Choose the component. PowerPanel Business Management only contains one module. In this

B

step, only Management can be selected.

F A

Setup - CyberPower PowerPanel Business 4.0.0

Select Components
wWhich components should be installed?

Select the components you want to install; cear the components
you do not want to install. Click Hext when you are ready to
continue.

v] ¢ Management

= Back Mext = Cancel

Click the Finish button to complete the installation.

5



Setup - CyberPower PowerPanel Business 4.0.0

Completing the CyberPower
PowerPanel Business Setup Wizard

Setup has finished installing CyberPower
PowerPanel Business on your computer. The
application may be launched by executing the
installed start scripts.

Click Finish to exit Setup.

Finish

2.2.3.1 Installation in Text Mode

When the system does not support graphic mode, the Linux installation needs to be initiated in
the terminal by using the ./ppb-linux-x86.sh -c command on 32-bit systems or use ./ppb-linux-
x86_64.sh -c command on 64-bit systems.

The installation procedure will be initiated as following steps:

Press Enter to start an installation.

Unpacking JRE ...
Starting Installer ...

This will install CyberPower FowerFanel Business on your computer.
0K [o, Enterl, Cancel [cl

Accept the license agreement.



of law rules. You irrevocably agree to the exclusive jurisdiction and venue
of the courts in Paris, France for any disputes arising out of or in
commection with this License. If applicable law prevents jurisdiction and
venue in Pairs, then to the maximum extent permitted by applicable law you
irrevocably agree that for any disputes arising out of or relating to this
License exclusive jurisdiction and wvenue will be in the courts in the
largest city in your country within 288 miles of where you live.

C. Outside the United States and Europe. If you acquired the Software in any
country other than in Morth America, South America or Europe, this License
will be governed by the laws of Taiwan and the court of first instance will
be Taiwan Shilin District Court, excluding the application of its conflicts
of law rules. If applicable law prevents the designation of the Taiwan
Shilin District Court as the court of first instance, then to the maximum
extent permitted by applicable law you irrevocably agree that for any
disputes arising out of or relating to this License exclusive jurisdiction
and venue will be in the courts in the largest city in your country within
ZB8 miles of where you live.

13. Others.
[Enter]

a. If any part of this License is found woid and unenforceable under
applicable laws, it will not affect the validity of the rest of the License,
which shall remain valid and enforceable according to its terms. This
License shall automatically terminate upon failure by you to comply with its
terms. This License may only be modified in writing signed by an authorized
officer of Cyber Power Systems, Inc.

b. These terms expressly supersede prior agreements or arrangements with
you. We may amend the Terms from time to time. Amendments will be effective
upon Cyber Power Systems, Inc. posting of such updated terms at this
location or in the amended policies or supplemental terms on the applicable
Software(s). Tour continued access or use of the Software after such posting
conf irms your consent to be bound by the Terms, as amended.

I accept the agreement
Yes [11, No [2]

Choose the destination location.

Select the folder where you would like CyberPower PowerPanel Business to be
installed, then click Next.

Where should CyberPower PowerPanel Business be installed?
[-usr-local~PPB]

Choose the component. If one single computer is connected to the UPS directly via a USB or
serial connection, Local should be installed. If the computer is powered by a UPS already
connected to a Local, has a remote management card installed or is connected to a PDU,

Remote should be installed.

Note: Local and Remote cannot be installed on the same computer.

Which components should be installed?
1: Local
Z: Remote

Please enter a comma-separated list of the selected wvalues or [Enterl] for the default selection:
1

Installation procedure starts to process until the installation is complete.

Extracting files ...
Setup has finished instal
ling CyberPower PowerPanel Business on your

computer.

Finishing installation ...




2.3 Accessing PowerPanel Business Management

The PowerPanel Business Management web interface can be accessed following the directions
below. To access the web interface on a local computer, select Start > All Programs >
CyberPower PowerPanel Business > PowerPanel Business Management in the Windows

Desktop or enter the http://localhost:3052/management as the URL in the browser.

. CyberPower PowerPanel... ~
MNew
ﬁ' PowerPanel Business Local
Mew
ﬁ' PowerPanel Business Mana...

Launching PowerPanel Business software

On Linux, users can enter http://localhost:3052/management in the address of the web
browser to access the interface. Users can also enter the URL,
http://localhost:3052/management in the local computer or
http://hosted_computer_ip_address:3052/management in the remote computer, to the
address field of the web browser to access the PowerPanel Business software web interface.
hosted_computer_ip_address is the IP address of the computer which has the PowerPanel
Business software installed. For vMA on the ESX or ESXi, hosted_computer_ip_address is the IP
address of the vMA (Note: hosted_computer_ip_address is the IP address of the host computer
on ESX).



2.3.1 Login

The default username is admin and the password is admin. For security, it is recommended to

change the username and password on the SETTING/Account Management page after the

initial login.

®

POWERPANEL Business
MANAGEMENT

Username

Password

Remember Me (2]

LOGIN

The login page

Selecting the Remember Me option on the login page allows the credentials to be remembered
for automatic logon at the next session. To terminate the session, click the Logout button on the
page. The session will timeout and you will be logged out if no activity takes place during the

time of Session Timeout. The Session Timeout can be configured on the SETTING/Account

Management page.



3 Using PowerPanel Business Management

3.1 DASHBOARD

DASHBOARD page provides the management of power equipment and VMware nodes. Below

are the capabilities user can find in DASHBOARD page.

Monitor status and events from a connected UPS/PDU/ATS.

Issue commands to the UPS/PDU/ATSs such as a power off, power cycle or power restore.
Request that the UPS perform a battery test, sound its alarm or mute the audible alarms.
Manage equipment and computers which are powered by UPS units and PDUs, and order
connected computers to shut down or a reboot.

Manage grouped UPS/PDU/ATSs.

Monitor the operating status from the VMware vCenter and ESXi.

Define detailed action setting for each event of the ESXi’s power source.

Manage the VMware vCenter and ESXi services.

MANAGEMENT ' POWERPANEL Business

DASHBOARD SETTING = REPORTING * HELP

DASHBOARD L2
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DASHBOARD page

3.1.1 Toolbar

The Toolbar provides information about the status of monitored devices and options to expand,

add group or device.

@ 5*% 1A1 01204 Location Profile Name ¢353Wh &, 342w

Toolbar of DASHBOARD



These four buttons will allow users to add devices, expand or collapse all groups and device

outlets, and sort the devices by name.

= Add Device. Click this button then the Add Device dialogue box will appear.
E (The function is only applicable to the administrator and super administrator.)

m Expand All. This button will expand all groups and device outlets.

H Collapse All. This button will collapse all groups and device outlets.

H Sort Device by Name. This button will sort devices by ascending or descending
order.

The refresh button on the right side of the tool bar allows user to refresh DASHBOARD page.

E Refresh. Click this button to refresh DASHBOARD page.

The other four icons indicate the amount of monitored devices that have had severe-level or
warning-level events occur, the numbers of devices that have lost communication with

Management and the number of devices that are normal.

0 Indicates severe-level power events such as Runtime is insufficient.

Indicates warning-level power events such as Utility power failure.

Indicates the devices which have lost communication with Management.
Management cannot monitor or control computers and equipment when
communication is lost.

G Indicates that there are no problems with these devices.

System will change the state according to the current power consumption of the entire system

in past hour.

(;} Indicates the total power consumption of the entire system falls in a normal
range.

q;) Indicates the total power consumption of the entire system exceeds the high
& | threshold.

? Indicates the total power consumption of the entire system violates the low
& | threshold.

System will change the state according to the current load of the entire system in past hour.

*D Indicates the total load of the entire system is zero.

*{] Indicates the total load of the entire system falls in a normal range.

*‘ﬂ' Indicates the total load of the entire system is overload.

3.1.2 Node Components

Each node has a name and an icon indicating what type it is. A UPS/PDU/ATS node provides

detailed information about what power events have occurred and what the current status is.



The detail information for each node is available by clicl - 3 information icon , and a context

menu for each node is available by clicking setting icon (The function is only applicable to

the administrator and super administrator.). This allows users to view detailed information such

as Summary or Status, or request operations such as Shutdown or Restart. A menu item

becomes disabled when this operation is in progress or is not supported.

P & PDUISSWIOATNET rged. Normal.
_ Settings... i
ition has failed.
» & RMCARD205 Power Control » .
. Battery Test... :
> PDU30OSWTI7ATNET Mute » load. Normal.
Alarm P
P & ERP Server n has failed.
. Mowe...
4 localhost localdomain Remove
¥ [y VMware vCenter Server ' &) Normal. N

A context menu appears by accessing a device node.

Each node can be one of the following types:

A Group.

A UPS. This UPS may have an RMCARD or is connected to a computer which is
controlled by Local.

A UPS. A VMware vCenter server or VMware ESXi host is connected with this UPS.

A PDU. This PDU may be set to connect to a monitored UPS.

An ATS. This ATS may be set to connect with the UPS which could be monitored
by Management.

=

Indicates the computer connected with the UPS is a VMware ESXi host.

Indicates that is a VMware vCenter server.

Indicates that is a storage in a vCenter.

Indicates that is a Cluster. The Cluster is included in a vCenter.

=

Indicates that is a VMware ESXi host. The ESXi host may be included by a vCenter
server.

Indicates that is a vApp. A VApp is a group of virtual machines.

DE{EOHY DD

Indicates that is a virtual machine running on the VMware ESXi server.

Each node also has a column that indicates what the current state is and what power events

have occurred. The column in a UPS node displays power events such as Utility power failure or

Runtime is insufficient event while the column in a PDU node displays power events such as

Input is low load or Input is overload.




The UPS/PDU/ATS nodes display a brief operating status consisting of schedules, utility power,
batteries, support load and outlets. The brief status column displays in gray when local or

network communication has failed.

A UPS can have the following states:

% Normal. The UPS is working normally.

Power Failure. There is no utility power supplied to UPS.

Bypass. The UPS has switched to bypass mode and is supplying direct utility
power.

P Boost. The utility voltage is below the regular voltage and UPS is increasing the
utility voltage.

Buck. The utility voltage is beyond the regular voltage and UPS is decreasing the
utility voltage.

Test. A battery test is processing.

Batteries can have the following states when UPS is operating:

P Not Present. Batteries are absent and there is no battery power.

Normal. Batteries are not being using.

Charging. Batteries stops discharging due to a power event and are being

|i| charged.

Discharging. The UPS is supplying battery power to its load.

Fully Charged. Batteries are at 100% capacity.

UPS/PDU/ATSs have the following states according to their current load:

*D No Load. There is no output load.

Low Load. The PDU is in a low load condition.

*{] Normal. The output power is normal.

Near Overload. The PDU is near the overload condition.

* Overload. Output consumption of equipment exceeds the rating load on UPS or
0 the PDU is in an overload condition.

ATS have the following states on functioning:

ﬁ ATS uses this input source as current source, and this source is normal.

ﬁ ATS uses this input source as redundant source, but this source is normal.

ﬁ This power source of ATS is power failure.

The sensor on the UPS/PDU/ATS has the following states according to the environment

temperature:

@ Normal. Indicates the temperature measured by the sensor is in a predefined
normal range.




[|5 Overheated. Indicates the current temperature exceeds the high temperature
40 | threshold.

[|5 Undercooled. Indicates the current temperature violates the low temperature
4 | threshold.

The sensor on the UPS/PDU/ATS has the following states according to the relative humidity:

6 Normal. Indicates the humidity as a percentage measured by the sensorisin a
predefined normal range.

% Over wet. Indicates the current humidity exceeds the high humidity threshold.

% Dry. Indicates the current humidity violates the low humidity threshold.

A group has the following states according to the total power consumption:

[;} Indicates the total power consumption of the group falls in the normal range.

?ﬂ Indicates the total power consumption of the group exceeds the high threshold.

?ﬂ Indicates the total power consumption of the group violates the low threshold.

3.1.3 Power Device Management

(The contents in this section are only applicable to the administrator and super administrator.)

3.1.3.1 Add Device

In order to monitor and control power device UPS/PDU/ATS, these devices must be added to

PowerPanel Business Management by clicking Add Device button on the toolbar.

Add Device button on the toolbar

The Add Device dialog will show up.

Add Device x
Group Name None x - +
Add Device IP 1P Address Profile Name ~ -+

Select Device

T N S E T T S

CyberPower PR3000LCDRTXL2U UP! Server Room 192168.208.211 00-0C-15-00-FC. 55 days 12 hours 16 m.
CyberPower PDUISSWS8FNET PDU SSSSWWwWWwW 192.168.208.222 00-0C-15-40-2C. 163 days 4 hours 5 mi..
CyberPower RMCARD205 UPS Server Room 192168208236 00-0C-15-01-CB-. 32 days 12 hours 27

CyberPower PDUISSW8FNET PDU SSSSWWwWW 192168.208.221 00-0C-15-40-2C 55days 12 hours 19 m.

CyberPower PDU20SWTIOATNET ATS Server Room_ 192168 208 223 00-0C-15-00-00... | 55days 12 hours18 m. ~

>

VMware vCenter and ESXi o

heme pasen

i  localhost.cps.tre 192168.208.33 VMware ESXi

i | vMware vCenter Ser... | 192168.208.253 VMware vCenter Server

CANCEL SAVE

Add Device dialog




All the devices already in Management will be shown on the list, choose the devices you want to
add from the list then click SAVE button to complete. Click the refresh button o to refresh
the device list. If the device you want to add is not on the list, go to SETTING/Network
Configurations/Auto-Discover Range page to edit the scan range. Please refer to

SETTING/Auto-Discover Range for more details.

3.1.3.2 Move Device

Click the setting icon of the device you want to move and select Move in the context menu. A
Move window will display and select the target group from the list. After selecting the target

group, click SAVE to move the group.

3.1.3.3 Remove Device

Click the setting icon of the device you want to remove and click Remove in the context menu.
Click SAVE to remove the device. When a device is removed, its powered computers and

equipment will also be removed.

3.1.3.4 Change Settings

Click the setting icon of the device you want to change setting and click Settings in the context
menu, a Setting window will appear. User can change the Name of this device or configure the
proper thresholds to aware of violating consumption thresholds. Once the power consumption
violates thresholds, Management will warn administrators of the violation. When the thresholds
are set blank, Management will use the thresholds of the Default Energy in REPORTING/Energy

Use/Settings page instead of the thresholds in Settings of each power device.

3.1.4 Power Device Details

UPS/PDU/ATS provides further information; this information will show up by clicking info icon of

each device. This includes summary, status, information, UPS, and Energy.

| status | informaton | Enera |
Vendor MIB CyberPower
SNMP Profile Name CyberPower V1 (Default) ~
Device Name OL3000RTXL2U_RMCARD205
Status Normal
Location Server Room
Contact Administrator
Address 192168.208.73
PC and Equip. 0]
Power Source Utility

Details of a UPS monitored by Local



3.1.4.1 Summary
The Summary tab provides an overview of the system information:

Vendor MIB: The vendor MIB the device uses.

SNMP Profile Name: The name of the SNMP profile the device uses.

Device Name: The name of the selected device.

Status: Displays the present status of the selected UPS/PDU/ATS.

Location: Where the UPS/PDU/ATS is located.

Contact: Who to contact about the UPS/PDU/ATS.

Address: The IP address of the UPS RMCARD, PDU or Local computer’s network interface.
PC and Equip.: The number of the powered computers and equipment.

Power Source: The power source of the UPS, e.g. Utility or Battery.

Outlets: The number of outlets on the UPS/PDU/ATS.

Outlet On: The outlets which are supplying power.

Outlet Off: The outlets which are not supplying power.

Current Source: Indicates which input source is being using and will be also annotated

preferred or redundant source.

3.1.4.2 Status
The Status tab displays details about the UPS/PDU/ATS.

Current: The output current in Amps.

Load: The power draw of PDU/ATS supplying power to connected equipment.

Source A Voltage: The voltage of the input power supplied to the source A of ATS.

Source B Voltage: The voltage of the input power supplied to the source B of ATS.

Envir. Temperature: Indicates the measured temperature from the environment sensor.
Envir. Humidity: Indicates the measured humidity from the environment sensor.

Contact: Indicates generic equipment connects to this sensor. Users can define the name and
state in RMCARD web for each contact and monitor the state is normal.

Outlets: The status of each outlet on the UPS/PDU/ATS and the name of the connected
computer or equipment.

Input: Displays the status of the utility power supplied to the UPS.

Voltage: The voltage of the utility power supplied to the UPS.

Frequency: The frequency of the utility power supplied to the UPS in Hertz.

Output: Displays the status of the output power that is being supplied to connected
equipment.

Load Consumption: The power draw of the connected equipment expressed as a percentage
of the total load capacity. This displays as watts on some UPS models.

Battery: Displays the status of the battery packs.

Capacity: The capacity of the batteries, expressed as a percentage of full charge.



Remaining Runtime: The estimated amount of time that the UPS can supply power to its
load.

System: Displays the operating status of the UPS.

Environment Sensor: Indicates whether the environment sensor has been installed on the
UPS/PDU/ATS. Note: When the sensor cannot be detected anymore, it will be annotated No
Response. Users can click the Uninstall to reflect it if it had been removed physically from the
UPS/PDU/ATS.

Bank # Load: The power of the PDU/ATS bank supplied power to the connected equipment.
Bank # Current: The current of the PDU/ATS bank supplied power to the connected
equipment.

Phase: The phase information, including Name, Input Voltage and Current, of a 3-phase PDU.

3.1.4.3 Information

Information tab shows information about the UPS/PDU/ATS.

Type: The type of the device, such as On-Line, Line Interactive or Sinewave Line Interactive
for UPS; or Monitored or Switched for PDU/ATS.

Model Name: The model of the UPS/PDU/ATS.

Firmware Version: The firmware version of the UPS/PDU/ATS.

MAC address: The MAC address of the UPS RMCARD, PDU or Local computer's network
interface.

Serial Number: The serial number of the UPS.

Note: This will give the internal serial number on some models.

Power Rating: The Volt-Amp rating (VA) and power rating (Watts) of the UPS.

Voltage Rating: The output voltage rating (Volts) of the UPS.

Frequency Rating: The output frequency rating (Hz) of the UPS.

Battery Replacement Date: The date that the batteries were last replaced. This should be set
at the time of battery replacement. If this date has not been set, it is recommended that this
date should be set immediately.

External Battery Pack: The amount of external battery packs connected to the UPS.
Outlets: The number of outlets on the PDU/ATS.

3.1.4.4 UPS

The UPS tab shows the connected power sources of PDU/ATS, the IP address and Outlet of
UPS.

3.1.4.5 Energy

The Energy tab shows the chart how to spend the energy in a specified period and also shows

the energy statistics of the current target node and entire system.



Each UPS, PDU, ATS and outlet of Metered by Outlet PDU whose consumption will be logged
per hour and each group which contains these UPS/PDU/ATS will work accumulating the
consumption of data. These data which logged the consumption in the past can be gathered to
render a chart in a past day, a past month, a past year and a past decade accordingly.
Administrators will realize how much energy has been spent in a past period. Energy can be

spent more efficiently and reduce the waste.

For PDU and outlets of Metered by Outlet PDU, the Peak Load value will also be recorded.
Management will show the Peak Load value, the time when this value happens and the time

when the Peak Value is reset.

3.1.5 Power Device Operations
(The contents in this section are only applicable to the administrator and super administrator.)

Management provides control functions for a UPS/PDU/ATS. Click the setting icon of each

device or the outlet of this device, the context menu will show up.

3.1.5.1 Power Control

Power Off: Click Power Off and a confirmation window will appear. Decide whether to
perform an immediate or a sequenced power off then click OK to begin. When a UPS or a
PDU initiates a sequenced power off, computers connected to the UPS/PDU/ATS that have
Local or Remote installed will initiate shutdown prior to the sequenced power off.

Note: A force power off will likely result in connected computers losing power.

PDU3OSWTI7ATNET will power off.
Are you sure to perform this operation?

Force to power off

A confirmation window of a UPS power off operation

Power On: Click Power On to have the UPS/PDU/ATS turn on output power. Decide whether
to turn on output power immediately or after a delay in the confirmation window. Click OK to
begin.

Note: Some computers require manual booting when a UPS or a PDU powers on. To change

this, set the computers BIOS to boot when power is restored.



Power On

I

PDU3OSWTI7ATNET will power on.
Are you sure to perform this operation?

Force to power aon

A confirmation window of a UPS power on operation

Power Cycle: Initiates a Power Cycle on the UPS/PDU/ATS. This will turn the UPS/PDU/ATS
off then back on or vice versa. Decide whether to initiate an immediate or a sequenced
power cycle and click OK to begin. A sequenced power cycle will cause computers
connected to the UPS/PDU/ATS that have Local or Remote installed to shut down prior to
the power cycle.

Note: A force power cycle off will likely result in connected computers losing power.

Power Cycle x

PDU3OSWTI7ATNET will power cycle.
Are you sure to perform this operation?

Force to power cycle

A confirmation window of a UPS power cycle operation

Note: If a PDU is connected to a UPS, a power off or a power cycle to the UPS may also cause all

computers on this PDU to shut down.

3.1.5.2 Outlet Control

Click Outlet Control and then a Device Outlet Control window will appear, a table of current
outlet status will be shown on the windows. Choose the Action and Outlets you want to control
and then click CONTROL OUTLET(S) button.



Device Outlet Control o

Control Action : | Turn Off -
O lowername —_saw
G = on
H2 on
& 43 on
= on
#5 on
HE on
H#7 on
H#E on .

Qutlet Control Window

Note: Not all PDUs support this function.

3.1.5.3 Battery Test

Click Battery Test from the context menu and the UPS will initiate a battery test.

3.1.5.4 Mute

Click Mute from the context menu to mute the alarm.

3.1.5.5 Alarm

Click Alarm from the context menu to enable or disable the UPS alarm.

3.1.5.6 Preferred Source

Click Preferred Source from the context menu to select which input source to be the primary

one.

3.1.6 VMware vCenter and ESXi Management

(The contents in this section are only applicable to the administrator and super administrator.)

3.1.6.1 Add VMware vCenter and ESXi



In order to monitor and control the VMware nodes, users can click the Add Device button on the

toolbar. An Add Device dialog will appear for users to add VMware vCenter and ESXi.

Add Device button on the toolbar

The Add Device dialog will show up. Users can add VMware vCenter and ESXi in the section of

VMware vCenter and ESXi. A dialog will show up by clicking the Add button +. Note: VMWare

feature is not support ESXi free edition.

Add Device

Group Name None X v |
Add Device IP IP Address Profile Name v o

Select Device ¥

| Veror B 11— bevice Name 11— Ty 1 Lacaion 11— 1o

B  CyberPower RMCARD205 UPS Server Room 192.1¢
CyberPower PDUBI001 PDU Server Room 192.1¢
CyberPower RMCARD400 UPS Server Room 192.1¢
CyberPower OL3000RTXL2U UPS test 192.1¢
CyberPower ATS ATS Server Room 192.1¢

VMware vCenter and ESXi o=

localhost.localdomain 192.168.208.238 VMware ESXi
ﬂ VMware vCenter Server | 192.168.20.249 VMware vCenter Server

e | save |

Add Device dialog

VMware vCenter and ESXi x

Notice:\VMWare feature does not support the free edition of ESXi
Product VMware ESXi -

IP Address/Name 192.168.20815

User Name ppbtest

Password = ssesssssssses

CANCEL SAVE

Add VMware vCenter and ESXi dialog

The detailed data is described below:

Product: Specify whether to add a vCenter server or an ESXi host.
IP Address/Name: Configure the IP address or hostname for the vCenter server or the ESXi
host.

Port: Set the port number for Management to access the vCenter host.



Username: Set the username to access the vCenter server or ESXi host.

Password: Set the password for the username.

Attach plugin to vCenter Server: Decide whether to attach a vCenter server plug-in. If this

option is enabled, Management will install a plugin which expands the capability of vCenter
server to present the Management web interface during establishing connection. After the

plugin is installed, the vSphere Client interface will attach a new tab which displays

Management web page.

Specify the product type and enter the necessary data. Press the SAVE button to add the
VMware vCenter and ESXi.

3.1.6.2 Update VMware vCenter and ESXi

Click the setting icon of the vCenter server or ESXi host you wish to remove and select Update
in the context menu, then the Update window will appear and allow you to configure the

connection settings.

Port: Set the port number for Management to access the vCenter server.
Username: Set the username to access the vCenter server or ESXi host.
Password: Sets the password for the username.

Attach plugin to vCenter Server: Decides whether to attach a vCenter server plug-in.
Note: Changing the port, user name or password may cause communication loss with
Management.

3.1.6.3 Remove VMware vCenter and ESXi

Click the setting icon of the vCenter server or ESXi host you wish to remove and select Remove
in the context menu. The Remove Infrastructure window will display. Click REMOVE to apply the

removal.

If the plugin has been installed in vCenter server, the plugin will also be uninstalled during
removal. If the ESXi has been connected with the power device, the power source will also
detach the ESXI.

3.1.7 VMware vCenter and ESXi Details

The detail information of VMware vCenter and ESXi will show up by clicking info icon of each

node.

3.1.7.1 Summary

The Summary tab provides an overview of the VMware node information:

Virtual Machine: Indicates the selected VMware node is virtual machine.
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Name: The name of the selected virtual machine.
Status: Displays the present status of the selected virtual machine.

Address: The IP address of the virtual machine when the virtual machine is running.

VMware VApp: Indicates the selected VMware node is a VMware VApp.

A

>

A

Name: The name of the selected vApp.
Status: Displays the present status of the vApp.

VM Amount: The number of virtual machines on the target vApp.

VMware ESXi Host: Indicates the selected VMware node is an ESXi host. It may be the ESXi

host to which the selected virtual machine belongs.

> >» >» > >

Name: The name of the selected ESXi host.
Address: The IP address of the ESXi host.

Status: Displays the present status of the ESXi host.
Type: Specifies the node is ESX or ESXi host.

VM Amount: The number of virtual machines on the target ESXi host.

VMware Cluster: Indicates the selected VMware node is a Cluster.

> > >

p> )

> >

A

Name: The name of the selected Cluster.

Status: Displays the present status of the Cluster.

DRS Status: Displays the present DRS (Distributed Resource Scheduler) status on the
target Cluster.

HA Status: Displays the present HA (High Availability) status on the target Cluster.
ESXi Host Amount: The amount of ESXi hosts on the target Cluster.

VApp Amount: The amount of vApps on the target Cluster.

VM Amount: The number of virtual machines on the target Cluster.

VMware vCenter Server: Indicates the selected VMware node is a vCenter server. It may be

the vCenter server to which the selected ESXi host or selected virtual machine belongs.

> > >» 3>

Name: The name of the selected vCenter server.
Address: The IP address of the vCenter server.
Status: Displays the present status of the vCenter server.

ESXi Host Amount: The amount of the ESXi hosts of the target vCenter server.

Storage: Indicates the selected VMware node is a Storage.

A

>

A

Name: The name of the selected Storage.
Type: Specifies it is local or shared Storage.

Status: Displays the present status of the Storage.

UPS: Displays detailed information of the UPS which is supplying power to the selected

VMware node.



A Name: The name of the UPS.

A Address: The IP address of the UPS.

A Outlet: Indicates the outlet number and what the bank type of connected outlet.
A Status: Displays the present status of the UPS.

Note: Not each VMware node provides the same information. The information will vary
depending on VMware node.

3.1.8 Group Management

(The contents in this section are only applicable to the administrator and super administrator.)
UPS/PDU/ATSs and ESXi nodes can be grouped for easy management. Orders can then be
issued to multiple devices in a group.

3.1.8.1 Add Group

Click Add Group button “+” on the Add Device dialog to create a new group after clicking Add

Device button on the toolbar.

Group Name None - +

Add Group button on the toolbar

You can also choose parents-group in the New Group dialog. Enter the new group name and
choose the group under which the new group is, and then click SAVE button to add a new

group.

New Group Name

New Group under MNone -

New Group dialog

3.1.8.2 Edit Group

Select Edit from the context menu, an Edit Group window will appear. User can edit group
name, edit devices and ESXi nodes in the group, and set Energy Consumption Threshold of this

group in the edit windows.



Group Name 333 =+

Energy Consumption Alert Threshold

High Threshold High KWh

Low Threshold Low KWh

CANCEL SAVE

Edit Group dialog

3.1.8.3 Move Group

Click the Setting icon of the group you wish to move and select Move in the context menu.
Select the target group from the list in the Device Move dialog. After selecting the target group,

click SAVE to move the group.

3.1.8.4 Remove Group

Click the Setting icon of the group you wish to remove and select Remove from the context
menu. The Group Remove window will open; click REMOVE to remove this group. Removing a
group will not remove the sub-groups or the UPS/PDU/ATSs belonging to this group. These

items will be moved to the main group.

3.1.9 Group Details

Click the information icon of the group, a detail windows will show up. User can find Summary

and Energy details in that window.



Group Name Group 1

Statistics

MNormal
Sereve

warning

[T o B o B

Communication lost

Types

UPS 1
PDU 0

Summary tab of Details

3.1.9.1 Summary

Each group provides the statistics of all UPS/PDU/ATS from the Summary tab of Details and

includes the following summary information:

., Group Name: A name of the selected group.

. Statistics: Indicates statistics about the operating conditions of the UPS/PDU/ATS:

A Normal: Indicates a UPS/PDU/ATS which is normal.
A Severe: Indicates a UPS/PDU/ATS with severe-level power events such as Runtime is

insufficient.

A Warning: Indicates a UPS/PDU/ATS with warning-level power events such as Utility

power failure.

>

Communication Lost: Indicates a UPS/PDU/ATS which has lost communication with

Management.

Types: Indicates the statistics of UPS/PDU/ATS.

3.1.9.2 Energy

The Energy tab shows the chart how to spend the energy in a specified period and also shows

the energy statistics of the current target group.

3.1.10 Group Operations

(The contents in this section are only applicable to the administrator and super administrator.)



Some or all devices in a group can have the following commands issued to them:

3.1.10.1 Power Control

Power Off: Click Power Off and a confirmation window will appear. Pick the UPS/PDU/ATS
from the list and decide whether to perform an immediate or a sequenced power off. Click
OK to begin. When the UPS/PDU/ATS initiates a sequenced power off, computers with Local
or Remote installed will initiate a shutdown prior to the sequenced power off. An immediate

power off will likely cause those lose power.

Below devices will switch off:

B Select All

RMCARDZ05

ERP UPS

* Power off directly without sequence delay.

A confirmation window of a bulk power off operation

Power On: Click Power On and a popup window appear. Pick the UPS/PDU/ATS from the list
and determine whether to perform an immediate or a sequenced power on. Click OK to
begin.

Note: Some computers require manual booting when a UPS or a PDU powers on. To change

this, set the computers BIOS to boot when power is restored.
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Power On

Below devices will switch on:

B Select All

RMCARDZ205

ERP UPS

* Power off directly without sequence delay.

A confirmation window of a bulk power on operation

Power Cycle: Click Power Cycle and a popup window appear. Pick the UPS/PDU/ATS from
the list and determine whether to perform an immediate or a sequenced power cycle. Click
OK to begin.

Power Cycle

I

Below devices will switch retart:

B Select All

RMCARDZ05

ERP UPS

* Power off directly without sequence delay.

A confirmation window of a bulk power cycle operation

Note: If a group contains the UPS systems which has connected with PDU units, a power cycle

or a power off to the selected group will result in computers shutdown on the PDU units.



3.1.10.2 Battery Test

Only UPS units can perform a battery test. Click Battery Test from the context menu of the
selected group. All UPS units in that group will be listed in the confirmation window. Click OK to

initiate the battery test on all selected UPS units.

3.1.10.3 Mute

Click Mute from the context menu to mute the alarm.

3.1.10.4 Alarm

Click Alarm from the context menu to enable or disable the UPS alarm.

3.2 SETTING

(The contents in this section are only applicable to the administrator and super administrator.)

3.2.1 License Management

Fill in the License Key and click the SUBMIT button to activate PowerPanel Business

Management license.

Registered License

@ License Key

License Key

Registered license dialog

3.2.2 Connection Check

3.2.2.1 Connection Check with RMCard / PPB LOCAL

The connection check allows users to check the connection between PPB Management and
RMCard / PPB LOCAL.

Before doing this check, we suggest you do the following environment check first:

1. Check your computer and network environment: make sure the TCP/UDP port 3052 and
53566 are open.

2. Check your firewall and Anti-virus setting: make sure it doesn't block TCP/UDP port 3052
and 53566.

3. Check your network devices such as router/gateway and so on: make sure the policy allows
TCP/UDP port 3052 and 53566.



4.

Check your PPB and connecting target: make sure the PowerPanel Secret Phrase are the

same.

Connection Check with RMCard / PPB LOCAL

TCP/UDP port 3052 and 53566 are open.
esn't block TCP/UDP port 3052 and 53566,
50 on: make sure the policy allows TCP/UDP port 3052 and 53566,

erPanel Secrot Phraze ars the zame.

Check Result

100% Como!

PPB REMOTE Firewall Check :
PPB REMOTE Anti-virus Check :
Network Port Check(TCP 3052) :
Network Port Check(UDP 3052) :
PowerPanel Secret Phrase Check :
Receiving Data from the target :
Check Date : ).

Connection Check with RMCard / PPB LOCAL in PPB Management

Connecting Target: There are two options:
1. PPB Local
2. RMCard
IP Address: This is the connection target IP. Click “CHECK?” to start connection check, and
click “CANCEL” if you want to stop the progress.
Check Result: Shows the result after the connection check. There are three types of status:
1. Pass: PPB can successfully connect with the target in this environment.
2. Fault: PPB cannot connect with the target in this environment.
Unknown: PPB may not connect with the target in certain situations. Therefore, please

check the environment settings.
The connection check result includes six checks:

1. PPB Management Firewall Check: Check the firewall status of the computer installing
the PPB Management.

2.  PPB Management Anti-virus Check: Check the Anti-virus software status of the
computer installing the PPB Management.

3.  Network Port Check (TCP 3052): Check whether PPB Management can connect with
the target through TCP Port 3052.

4. Network Port Check (UDP 3052): Check whether PPB Management can connect with
the target through UDP Port 3052.

5. PowerPanel Secret Phrase Check: Check the Secret Phrase which is set in the target is
the same as the RMCard / PPB LOCAL.

6. Receiving Data from the target: Check whether PPB Management can receive the data

from the target which represents the system can connect with the target successfully.

3.2.2.2 Check Result Records



Check Result Records

Date & Time < Connecting Target ¢ IP Address 2 Check Result =

PPB REMOTE Firewall Check : Pass

PPB REMOTE Anti-virus Check : Unknown
r ): Fault

(UDP 3052) : Unknown

2023-03-16 10:08:33 AM PPB LOCAL 192168 2081

2023-03-16 09:54:56 AM PPB LOCAL 192168208 237

Check Result Records
PPB records each check result. The columns are described below:

Date & Time: The completed time of this connection check.
Connecting Target: PPB LOCAL or RMCard.
IP Address: This is connecting target IP.

Check Result: The result records of the connection check.

3.2.2.3 PPB Transaction Detail Records

This section is the detailed information of the check results. If the connection check still failed

after you adjust the network environment settings, please provide this information for us.

PPB Transcation Detail Records Page: 1 B ~

1P Address =

2023-03-16 10:08:33 AM 192168.2081 PPB LOCAL Receive 3052 Connection chec

ed

192168.2081 PPB LOCAL Send 3052 Failed to reg 192168208 67 with the target, please check TCP 3052 or Connecting Target

192168.2081 PPB LOCAL Send 3052 Start connection check

08237 PPB LOCAL Receive 3052 Connection check failed

2023-03-16 09:54:56 AM 192168.208 237 PPB LOCAL Send 3052 Fai register 192168208 67 with the target, please check TCP 3052 or Connecting Target

2023-03-16 09:54:55 AM 192168.208 237 PPBLOCAL Send 3052 tion check

PPB Transaction Detail Records

3.2.3 Network Configurations
3.2.3.1 Network Configurations

3.2.3.1.1 Host IP Configuration

According to chapter 2.3, users can access PowerPanel Business Management through the
default URL and can assign an IP to PowerPanel Business Management web browser in Host IP

Configuration.
Host IP: when the computer installed with PowerPanel Business Management has multiple
IPs, users can choose one of the IPs for the web browser.

3.2.3.1.2 HTTPS

PowerPanel Business Management allows users to change the secure level and port explained

below:



HTPPS Secure: Enable this option for web access to be over the HTTPS connections.
HTTPS Port: Determines which port to be used over the HTTPS connections. The default
port is 53568.

B

Once the secure level is changed, the new secure level will be taken effect. All pages can’t be

displayed during the duration to restart server.

When HTTPS secure is enabled, the browser warning will be presented after the new level is
taken effect. This indicates that the user’s browser considers the connection is risky. Users can
ignore the warning page and continue the web access, or provide a SSL certificate which is

produced by the commercial certificate providers or any trusted certificate authority.

If the user has his own SSL certificate, refer to Import SSL Certificates section for further details

how to import the new certificate.

3.2.3.2 SNMP Configurations

PowerPanel Business Management can interact with and access device information via SNMPv1
and SNMPv3. Early UPS and PDU models which only accept SNMPv1 commands and newer

models which support SNMPv3 can be controlled by Management.

Protocol Version: Users can choose which SNMP protocol to use over network communication
between Management and devices. There is one CyberPower V1 and one CyberPower V3 vendor
MIB available by default because PowerPanel Business Remote attempts on the correct SNMP

protocol for device to interact.

MANAGEMENT () POWERPANEL Business

DASHBOARD SETTING -~ REPORTING ~ HELP

SNMP CONFIGURATIONS @

SNMPV1

Vendor MIB & Profile Name & 'SNMP Community & SNMP Trap Community
+ CyberPower CyberPower V! privats public

« APC
o EATON eaton v orivate oublic

« CyberPower CyberPower V3

I T S T St Dt R et DR T

o APC filel MDS DES

W EATON

SNMPv1 and SNMPV3 settings on SNMP Configurations page

3.2.3.2.1 CyberPower

SNMPv1



SNMP Community. PowerPanel Business Management uses this community to authenticate
communication between the PDU and UPS in order to access their information. The default
community is private. By default, the UPS/PDU/ATS uses private as the community with write
permission, and public with read only permission. The community used by PowerPanel Business
Management to access the UPS/PDU/ATS must have write permission for an administrative

power control.

SNMP Trap Community. PowerPanel Business Management uses this community to
authenticate SNMP traps from the monitored PDU and UPS RMCARD. The community default is
public. The IP address of the Management computer must be added to the Trap Receiver list on
the Network/Trap Notification page of the UPS RMCARD and the PDU to ensure that the

communities match.
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